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1. System Preparation
ThisQuick Start Guidewill help you deploy and configure AlertDispatcher within 1-3 hours (depending on the
featuresyou use).

Here' sachecklist of what you need to prepare beforeinstalling AlertDispatcher.

1). Working SIM card

If you need to send SMS, an activated GSM/GPRS/3G SIM card isrequired (with no PIN password set).

Note:
1. Some prepaid SIM cards need to be activated by voice call before SMSisenabled. Pleasetest the SIM card

using amobile phoneif required.

2. If you need to change your SIM card, before removing the SIM card, please alwaysturn off the power
supply or remove the power supply cable from the modem. Y ou may reconnect the power supply after you have
installed the new SIM card.

2). Working GSM or GPRS modem

A Compatible GSM, GPRS or 3G modem isrequired to send SM'S (Please contact your dealer if you do not
have one).

If you are using a serial modem, please ensure that your PC hasaDB9 seria port. If thereisno available DB9
seria port, you may install third party PCl DB9 RS232 serial card. STLab Serial cards are reliable and known
to work with most serial GSM/GPRS modems.

USB modems generally require modem driversto work. After installing the modem driver, goto Start >
Control Panel > System - Hardware Tab - Device Manager - Modems and ascertain the COM port onto
which the modem driver hasbeen installed.
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a ol | =)

File Action View Help
L iERR ? i

| General | Modem | Diagnostics | Advanced | Driver I Deiail5|

| Port: COM4
438 m
E Batteries Speaker volume
» |2 Biometric Devices Lo High

g Bluetooth Radios
|- Computer
b - Disk drives
> Di Maximum Port Speed
l;. Display adapters

-4 DVD/CD-ROM drives

m

i 115200 -
_---'J;:J Human Interface Devices

g IDE ATA/ATAPI controllers

b % Imaging devices Dial Contral

== Keyboards

P Mice and other pointing devices Wait for dial tone before dialing

J Modems
|| Sierra Wireless Device #2
> Monitors

'j-." Network adapters
» |2} Processors i

0k || Cancel

Note: Refer to Appendix A for more detailson preparing the GSM modem.

3). Windows PC/Server/Virtual Machine (System Requirements)

If possible, please prepare a clean installed Windows PC/Server with thefollowing specifications. The
following hardware specificationsarerecommended for a deployment with up to 4 modems attached and
processing up to 10,000 messages per day.

If you'reinstalling onto avirtual machine, and the modems are connected to the “ host machine”, ensure that you
are ableto access your modem COM port on the “guest machine”. If you' re not ableto accessthe COM ports
on the guest machine, you' Il need to use a Serial Device Server to connect a serial GSM/GPRS modem to the
VM. Do not useaUSB Device Server asthey don’'t work properly with USB modems.

Minimum Processor: Pentium 4 for Windows X P/ Pentium Core 2 Duo for higher versions of Windows.

Operating System: Windows XP (Service pack 3) / Windows 7/ Windows 2003 Server / Windows 2008 Server
/ Windows 8/ Windows 2012 Server

RAM: Minimum 2 GB RAM (for Windows XP). Minimum 4 GB RAM (for higher versions of Windows).
SM card: Activated and working SIM card from your mobile operator.

GSM Sgnal: Location of server/PC must havegood GSM reception. 'Y ou may comparethe signal strength for
various SIM card providersusing the software — signal strength will be displayed on the Client console.

USB port: Required for USB modems — as USB modems draw power from the USB port, you may need to use
an externally powered USB hub if you have attached other USB devices to your PC/Server.

Serial port: Required for Serial modems— ST Lab 2 & 4 port serial cards are supported.

Note: We would recommend that you install antivirus software if you need to login to the system regularly.
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4). Disable System Standby (For XP, 7 and workstation OS)

If you areinstalling AlertDispatcher on aworkstation OS, e.g. Windows XP, Vistaor 7, please ensure that
system standby/sleep and turn off hard disk settings are changed to ‘ Never’.

Setting for XP:

21

Power Schemes | Advanced | Hibemsate | UPS |

. Select the power scheme with the most approprale setings for

the selected schame.

§
Y
g
o
F
L 4
=
:
L) 1o}

:
5
T

!
]
|

Setting for Windows 7:

o= s

s & = - . = L
@@v ‘2; & Hnrd.«fnre nnd Sound » F‘o.ver Optlon > Edlt Plan Settlng 3 | 3 | Search Control Panel
&

Change settings for the plan: Power saver

Choose the sleep and display settings that you want your computer to use.

i On battery ,_-" Plugged in
@ Dim the display: IZ minutes *l I2 minutes *l
w Turn off the display: ’5 minutes '] ’5 minutes ']
E Put the computer to sleep: ’Never '] ’Never v] I ]

’.* Adjust plan brightness: v U s o U

Change advanced power settings

Restore default settings for this plan

Save changes t
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5). Setup considerations for API/ Email-to-Alert (Email2SMS) / HTTP-to-Alert /
SNMP trap receiver interface

a). Resolving possible port conflicts

AlertDispatcher comeswith abuilt-in HTTP Server (Web Server), SMTP Server and SNMP Trap Receiver.
You can send Alerts (Email/SMS) using the HTTP and SMTP (Email) interfacesprovided. Y ou can aso
convert SNMPtrapsinto Alerts. The built-in servers use the following default portsfor their respective protocol.

| Server Protocol Default Port Remarks |
HTTP Server 80
SMTP Server 25
SNMP Trap Receiver 162
AlertDispatcher Server 5556 Used by AlertDispatcher Clientand DLL API

In order for theseinterfacesto work, there must not be conflicting services running on your system occupying
the same ports. If thereisaconflicting service using the same port, thefollowing error will bewritten to the
AlertDispatcher event log: “Could not bind to socket”.

i .
2. AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User) o= ﬁ
- i
Templates l Help/R eqistration l
Sypstem Setup l System Alerts/Email Setup l Receive SMS Setup l SMTP Server Setup l HTTP Server Setup l SHMP Trap Receiver Setupl
Service ‘ Meszages l Send SMS5/Email l Addrezsbook l Users and Departments l Modem Setup l
Server Status: @ | Stop | Restart | Modem Signal Strength:
Servar g S = I T | Fazrispatcher,

v Open LogFolder | Log lines to display: {100 j
User: |Administrator r':-'"’“-:- | fP=Sre T e TR ST in =R i iuuuu j T L
012. 10. 11 14: 0:368 |!] Exter

rnal error: HITF Server failed to start: Could not bind socket. Address and port are alreadr in use. Flease ensure that II
led. Please add or ensble mod n Modem Setup tab. I

m

Engine initialized [Build:2
Vendor :ClickNDeplor
HardwareID:A73EBBE7TC-BEB1
Authorized User:Test User
AlertDispatcher Call Center Versien:3.1.0.0
MaxEmergencrRecipients: 0

MaxModemNum: 100
sVendorEmail:
sVendor:ClickNDeploy
2.10.11 14:
4 L} 3

175 sRegisteredName:Test User

Server running 22(Average)
4 L F

For SMTP Server interface, you may check whether Windows * Simple Mail Transfer Protocol (SMTP)’ service
existsand is set to run automatically. If yes, stop and disable Windows SMTP service.

For HTTP Server, ensure that Windows World Wide Web Publishing Service, or [1Sisn’t running on the same
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For SNMP Trap Receiver, if you haveinstalled Windows SNMP Trap service, please ensure that the serviceis
stopped or change to adifferent port (default port for Trap Receiver is162).

b). Add server ports to Firewall

If you need to be ableto access AlertDispatcher Server from the network, you must add the ports used by the
servicesyou requireto your firewall list of “alowed ports’ if firewall is active.

To add port exceptions to Windows Firewall exception list:

Go to Start = Control Panel 2> WindowsFirewall.

= =] == |

i |"? | | Search Control Panel pel |

®®'|f,’ + Control Panel » System and Security *

Control Panel Home

* System and Security
Network and Internet
Hardware and Sound
Programs

User Accounts and Family
Safety

Appearance and
Personalization

Clock, Language, and Region

Ease of Access

‘\w Action Center
\ Review your computer's status and resalve issues

% Change User Account Control settings

Windows Firewall

Check firewall status

ok

Allow a program through Windows Firewall

Y
View amount of RAM and processor speed

% Allow remote access

&p Windows Update

Turn automatic updating on or off

Power Options
Change battery settings

%]

Change what the power buttons do

|
h=

: 4 Backup and Restore
< Back up your computer

(4

Windows Anytime Upgrade

»

Click “Advanced settings’.

See the name of this computer

Check for updates

Check the Windows Experience Index
% Device Manager

View installed updates

Require a password when the computer wakes
Change when the computer sleeps

Restore files from backup

Get more features with a new edition of Windows 7

|| -

m
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®v|‘ » Control Panel » System and Security » Windows Firewall

il |‘?| | Sear'ch_ moﬂ Pan_eﬂ_

2|

Control Panel Home

Allow a program or feature
through Windows Firewall

"J Change notification settings

® Turn Windows Firewall on or

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your
computer through the Internet or a network.

How does a firewall help protect my computer?

What are network locations?

off

| Restore defaults

. '@ Home or work (private) networks Not Connected (¥)

Advanced settings

See also
Action Center

Metwork and Sharing Cel

Networks in public places such as airports or coffee shops

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not

on the list of allowed programs

Active public networks: = Unidentified network
= NETGEAR
5 Notification state: MNotify me when Windows Firewall blocks a new R |
e program
e — ———————— ———

j . '@ Public networks Connected (&)

Troubleshoot my network

Q-

m

Click Inbound Rules, followed by “New Rule”.

SN
@ Windows Firewall with Advanced Security = IR s e T O O oo .

File Action View Help
Name Group = Profle  Enabled Action *
- - ?Adobe CSICS4 Public Yes Allow E|
5}{ Connection Security Rules 5 4qne cs1 €54 Public  Yes Allow
> ¥ Monitoring @ Adobe €SI C54 Public  Yes Allow
.AIerTDispatcherServer.exe Domain  No Allow v
.AIerTDispatcherServer.exe Domain  No Allow Y
@ Core FTP App Public  Yes Allow
I @ cCore FTP App Public  Yes Allow )
@CyberLlnk PowerDVD 8.0 All Yes Allow —
@JavaUM) Platform SE binary Private  Yes Allow =
OJavaUM] Platform SE binary Public Yes Block ﬂ
@Java(TM] Platform SE binary Public Yes Block
@Java(TM] Platform SE binary Private  Yes Allow
OMZMStudioSetup Public Yes Block
0M2MStudioSetup Public Yes Block
@Microsoft Office Groove Public Yes Allow
@Microsoft Office Groove Public Yes Allow
@Microsoft Office Outlook Public Yes Allow
@Oracle VM VirtualBox Manager Private  Yes Allow
@ Oracle VM VirtualBox Manager Private  Yes Allow
© Oracle VM VirtualBox Manager Public  Yes Block
QOracIe VM VirtualBox Manager Public Yes Block L
] I Pl e m 3

Filter by State

Filter by Group
View

Refresh

Export List...

Help

vy v v v

Toggle“Port”, click Next.

Copyright 2014 Click And Deploy (Pte. Ltd.)
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9 New Inbound Rule Wizard

Rule Type

Select the type of firewall rule to create.

Steps:
@ Rule Type What type of rule would you like to create?

@ Protocol and Ports

@ Action ' Proaram
@ Profile Rule that controls connections for a program.
@ MName @ Port

Rule that controls connections for a TCP or UDP port.

' Predefined:
Connect to a Network Projector

! Custom
Custom rule.

Leam more about nile types

Under “ Specific loca”, enter “ 25, 80, 162, 5556” or any other portsyou wish to use.

If you are using a3 party firewall, check with your I T administrator or thefirewall vendor.

c). DEP exception list.

If DEPisturned on for al programs, you will need to add AlertDispatcherClient.exeand
AlertDispatcherServer.exe to the exception list. Thisisusually done automatically by theinstaller whenyou

install AlertDispatcher for thefirst time.

Go to Start = Control Panel > System

Rule that controls connections for a Windows experience.

[

Mexd = H

Cancel

I

11
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——— E=SRoh— X"

‘5‘3 + Control Panel » System and Security » - |"f | | Search Control Panel » |

120

Control Panel H .
ontrol Fane o Action Center
Review your computer's status and resolve issues

»

* System and Security .
% Change User Account Control settings

Network and Internet _—
Troubleshoot common computer problems Restore your computer to an earlier time

Hardware and Sound ) .
Windows Firewall

Check firewall status | Allow a program through Windows Firewall
User Accounts and Family

Safety | N 5 | System I
Appearance and - T d processor speed | Check the Windows Experience Index

Programs

m

Personalization % Allow remote access | See the name of this computer ¥ Device Manager

Clock, Language, and Region = Windows Update

Ease of Access »  Turn automatic updating on or off | Check for updates | View installed updates
\'i@ Power Options

f Change battery settings | Require a password when the computer wakes

Change what the power buttons do | Change when the computer sleeps

\}E. Backup and Restore
= Back up your computer | Restore files from backup

A"] Windows Anytime Upgrade

A Get more features with a new edition of Windows 7

Click “Advanced system settings’, “ Advanced” tab, followed by “ Data Execution Prevention” tab.

o N = B LR . . ‘.G.ﬂg.
@v|fk » Control Panel » System and Security » System v|‘f|| Search Control Panel P'

Control Panel Home . P 8
View basic information about your computer

¥ Device Manager Windows edition

% Remote settings Windows 7 Home Premium

o P
5

L j Copyright © 2009 Microsoft Corporation. All rights reserved.
s

m

% Advanced system setting Sarvice Pack 1

Get more features with a new edition of Windows 7

System
Manufacturer: Fujitsu Limited

Rating: m Windows Experience Index

See also Processor: Intel(R) Core(TM) i5 CPU M 520 @ FU]ITSU

Action Center 240GHz 2.40 GHz

Windows Update Installed memory (RAM):  4.00 GB (3.80 GB usable)

Syst : 64-bit Operating Syst
Performance Information and ke s s
Tools Pen and Touch: MNo Pen or Touch Input is available for this
Display i

If theradio button for “ Turn on DEPfor all programs and services except those | select:” ischecked, please add
C:\Program Files\AlertDispatcher\AlertDispatcherClient.exe and C:\Program
Files\AlertDispatcher\AlertDispatcherServer.exe to the exemption list.

12
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System Properties . | X | Performance Options * s &J
e

ol =
| Computer Name I Harddare | Advanced | Sgstem Protection | F{emote| | Visual Effects | Advance | Data Execution Prevention I
M,

You must be logged oMas-sn-Administrterio make most of these changes.

Parformance ) Data Execution Prevention (DEP) helps protact against
= é damage from viruses and other security threats. How
User Profiles select:

Desktop settings related to your logon

Visual effects, processor scheduling, memory usage, and vitual memo does it work?
() Turn on DEP for essential Windows programs and services only
!
@ Turn on DEP for all programs and services except those 1

AlertDispatcherClient.exe
- AlertDispatcherServer.exe
Startup and Recovery ‘J
System startup, system failure, and debugging information
0 |
Environment Variables. ..
Add... ] [ Rernove
Ok Cancel Apphy
] ’ i ] = Your computer's processor supports hardware-based DEP.

6). Obtaining an SMTP or Email account

In order for AlertDispatcher to send out Emails, you must configure an SM TP user account under “ System
AlertyEmail Setup”. Obtainthe SMTP Server addressand SM TP username and password from your company
email administrator, e.g. Exchange administrator. Asfar aspossible, do not use your email account or an
existing email account in case you change your password and forget to update the password set on
AlertDispatcher. Createanew email account, e.g. al ertdispatcher @yourcompanydomain.

If you do not have acompany SMTP Server, you can use your ISP SMTP Server or register afree GMAIL
account (GMAIL SMTP Server usesport 587 instead of the standard port 25). Take notethat GMAIL hasa
daily send limit of between 100 to 500 messages, so you must not send to too many recipientsto avoid
exceeding the limit.

Note: Intheevent that all modemsare offline, AlertDispatcher can only send out system alerts viaemail, so you

will need to configurean SMTP account in order to receive such aerts. Thisishighly recommended if you are
using AlertDispatcher for critical purpose.

13
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2. Installation, Upgrade, Migration and Configuration

1). Installation / Upgrade / Migration

a). Upgrade / Migration

If you are upgrading, you may run the new installer onto your existing AlertDispatcher installation (without
uninstalling thelatter). The new installer will not override your existing configuration. AlertDispatcher will
automatically detect and then upgradeyour old installation.

To keep thisquick start guide as concise as possible for first time user, we have created a separate guide for
upgrades and migration - please refer to the “ AlertDispatcher Upgrade and Migration Guide.pdf” for details.

b). Installation

Insert the AlertDispatcher CDROM into your PC that you wish to install AlertDispatcher, run
AlertDispatcher_Setup.exe. Follow through the stepsin the Setup Wizard.

’ AlertDispatcher El_‘_] .
Welcome to the AlertDispatcher Setup
Wizard

This wizard will guide you through the instalation of
AlertDispatcher.

It is recommended that you close all other applications before
starting Setup. This wil make it possible to update relevant
systemn files without having to reboot your computer.

Click Mext to continue.

Mext > l| Cancel

14
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Theinstaller will prompt you whether to install as Client and Server or asaClient only (usually ona
workstation). The Client isthe management application you use to view messages and to configure and manage
AlertDispatcher Server (which may belocated on a separate machine).

Note: Please install AlertDispatcher Client only if you have purchased the Corporate (or higher) license.

AlertDispatcher

(=]

Installation Type
Please select to install as Client/Server or Client only

Select the instalation type. If unsure, use default Option A.
@ Option A: Install both Client and Server

-~ Option B: Install Client Only (You need to install Option A on another
= machine)

£

[ < Back H Mext =

| |

Cancel ]

As illustratedin the diagram below, an operator may install AlertDispatcher Client to connect to AlertDispatcher
Server remotely. Thereisnol limitation onthe number of Client installations.

Metwork Monitoring/ o
Application Server  APPlication Server

Office Userl
AlertDispatcher Client

8 ! (,_/_// AletDispatcher Server

/v\-"P MiFirewall

COffice User2
AlertDispatcher Client

(_.
( Internet —
D m 3
s
Home User

AlentDispatcher Client

15
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Theinstaller issimpleto use, if in doubt, always choose the default or *Yes' or ‘OK’ selection when prompted
for aselection.

16
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2). Configure Modem
a). Add modem

Note: If you areusing aUSB modem, please configure your modem driver as shown in Appendix A.

After installing, run AlertDispatcher Client using the shortcut from Windows Desktop. Plug your modem to

your machine and then go to ‘Modem Setup’, click on the * Add Modem Port’ button %3' .

i, AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User) & o ® = . | f ‘.EI' Zi _|4
Templates | Help/R egistration |
System Setup | System Alerts/E mail Setup | Receive SMS Setup | SMTP Server Setup | HTTP Server Setup SHMP Trap Receiver Setupl
Service | Meszages | Send SMS/E mai | Addresshook | |Izers and Departments Madem Setup
AR AkS
Port Status Signal ModemMail |Error{Warning) Description Baudrate |InfOut |CFUN
I
« [m] 3
Mo modems enabled. Please add or enable modem on Modem Setup tab. | 22(Average)
< i | »

Adding Modem Port__ i >

[¥ Enable Port

COM port: ICDM12 ;I [¥ Show only existing ports
Baudrate: Autodetect |
i 1

Mode: IIn and Dt ;I

todem CFUN [for expert user]: I.-’-‘«T +CFUN=11

Dezcription: I

[~ Enable modem for Modembdail
GPRS AFM [REQUIRED): I
GPRS User |
GPRS Password: I

Ok Cancel

17
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Check * Show only exist ports — thiswill display only valid COM portson the system. Select the COM port
which your modem is connected to, followed by the baud rate. The most common baud rate is 115200. 1f
unsure, click ‘Ok’ button to create the Modem Port, and then sel ect the Modem Port you have just created from

thelist. Click on‘Setup ModemPort’ button %ﬁ and then click ‘ Autodetect Baudrate'. AlertDispatcher will
then attempt to connect to the modem using all available baud rates - this may take afew minutes. Alternatively,
if you areusingaUSB modem, you may to Start - Control Panel - System - Hardware Tab - Device
Manager - Modems to ascertain the COM port and baud rate onto which the modem driver has been installed.

Next click ‘OKk’ button - you will seethe * Server starting, pleasewait’ message at the status bar at the bottom
left of the Window.

Note:
ad). The setting ‘Modem CFUN (for expert user):” isused for modems that use adifferent CFUN setting, e.g.
Huawei modems. Please do not change this setting unlessyou know what you’ re doing.

b). The setting * Enable modemfor ModemMail’ isrequired only if you need to send Email using the GPRS
modem — only works for selected modems. Note that you will need to enable ModemMail under Alerts/Email
Setup before you can toggle this setting.

-, AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User) - — l == ﬁ
Templates l Help/R eqistration l
Spstem Setup l System Alerts/Email Setup l Receive SMS Setup l SMTP Server Setup l HTTP Server Setup SHMP Trap Receiver Setupl
Service l Meszages l Send S5 /Emai l Addrezsbook l Usgers and Departments todern 5 etup
%}:‘@- "%J‘ %/‘%3‘
Port Status Signal ModemMail |Error(Warning) Description Baudrate | InfOut |CFUN
w COM12 | Connecting. . | Lnkniowr Dizabled 115200 | It and Out |uT +CFUM=1.1

« [m] 3

Server starting, please wait.. Unknown
‘| i 3

If the setup is correct, you will seethe ‘ Server running’ along with the signal strength on theright corner,
otherwise an error message such asthefollowing may appear (see below).
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= AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User) - -— l ==l é
Templates l Help/R egistration l
System Setup l System Alertz/Email Setup l Receive 5M5 Setup l SMTP Server Setup l HTTP Server Setup SHMP Trap Receiver Setup]
Service l Meszages l Send SMS/E mai l Addresshook l |lzers atd D epartments tdadem Setup
%ﬁ?‘%— '%J‘ Q«‘%D‘
Port Status Signal ModemMail |Error{Warning) Description Baudrate |InfOut  |CFUN

w COM12 |I::|:|r|r|r::|::tr3|:l |__|ur-ragr-| Dizabled 115200 |Ir| and Out | AT+CFUN=1.1

« [m] b

Server running 22(Average)
< m | »

b). Troubleshooting modem connection issues

If you' re getting an error, check thefollowing:

1. Ensure that the modem is connected to the COM port which you have previoudly configured. If you are using
the PC original COM ports, it should be either COM 1 or COM2. Ensure that the COM port ishot occupied by
another application.

If you areusing USB or external serial card, the driver must beinstalled. Y ou can usually locate the COM port
from Start > Control Panel - System - Hardware Tab - Device Manager - Modems.

2. A working SIM card with no PIN protection isinserted into the modem. Most modems come with a network
indicator light that will flash or blink if the modem is connected to the GSM network. Y ou should also be able
to send SMS Alerts if you insert the SIM card into your cell phone.

If the modem network indicator light isnot blinking, check that the SIM card is properly inserted and then reset
or switch off and on the modem. Alsorefer to Appendix A for detailson preparing the GSM modem.

3. Verify that you are using the correct baud rate. The most common baud rateis 115200. If unsure, click
‘ Autodetect Baudrate' — this may take afew minutes.
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., AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User) = | E =
System Setup l System Alertz/Email Setup l Receive SMS Setup l SMTP Server Setup l HTTP Server Setup l SHMP Trap Receiver Setupl
Templates ] Help/Regiztration l
Service ‘ Messages l Send SMS/Email l Addressbook. l Users and Departments l tModem Setup l
Server Status: o | Stop | Restart | Modem Signal Strength:
Na warking maderm found. Refer to Madem Setup f e ] é Dispatcher
o working modem found. Refer to Modem Setup for error meszage. - Dt S

b Open LogFalder | Log lines to display: {100 ﬁ
User: |[Administrator Paggword, |meesssses [V Save password  Remote Server Host: |1 27.001 Port: |5558 j SavesConnect

S 4-23.22] Error ﬁ Pl
2 :23:
2 t23:
3 23- COM12 Error
2 .22
2 i The system cannot find the part specified. Please ensure you are connecting to the correct port and X
; ;; the modem is properly connected to that port. If in doubt, check Windows device manager. 1
B2 t22
2 .22
2 -22
z .22 =
2 122
2 122z
2 t21:38:7 T ] " SUUESE ENEUIEd. T IEEsE 200 UI ENEUIE SUUEs O WOUEm SE 0D TE0.
:13:827 AlertDispatcher Service Started! Modems initialized successfully — COMiZ
:296 Engine initialized. [Build:291]
09:29%6 Vendor :ClickNDeplor -
Mo working modem found. Refer to Modem Setup for error message. Unknown
4 L} 2

c). Send test SMS

Once the modem has been successfully detected, you can test by sending atest Alert SMSto yourself. Goto
‘Send SMISEmail’ Tab, typein your phone number asyou will do for your cell phone and then the message.
Click “‘Send’ button.
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. AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User) =~ . E@g
Systemn Setup | System Alertz/Email Setup | Feceive SMS Setup | SMTP Server Setup | HTTP Server Setup | SHMP Trap Receiver Setupl
Templates | Help/Registration |
Service | Meszages Send SMS/Emai | Addressbook | Users and Departments | Modem Setup |
Recipients:
|123458?89,458?8921 J Send |
L . ) i
Subject [Required for e-mail): I
Prioiy: lm [ Send a message at: b odemn port; Diepartment: IMain LI IEustom Field1 LI Irisert |
Jrnovamz ~| | 2z3313pM = |aut -
Select Template: I ;I Uze Template |
Message Body [Required):
{ tessting
|
|
|
Characters: ¥
|
Server running | 23(Average)
< n | v

If the phone number is correct and the modem isworking, you should get the following screen. If not, verify
that the SIM card isworking using your cell phone.

. AlertDispatcher Enterprise v3.L0.0 (Authorized User: Test User) 5 i) [
Sypstem Setup | System Alerts/E mail Setup | Receive SMS Setup | SMTP Server Setup | HTTP Server Setup | SMMP Trap Receiver Setupl
Templates | Help/Reqistration |
Service Meszages | Send SMS/Email | Addressboak | Users and Departrents | Modem Setup |
\%l \LE_B @l@ |?| 3 from 3. Today sent: 1. Today received: 0 [~ wordwrap Limit: (500 ill Apply

StartDateTimi~= |[Type INfOUT | Recipient Text Subject MessageStatus |Priority |FinishD;

11A0/2012 223343 PM SMS Ot 123456789 testing 2 Processing 4
1141042012 2:08:08 PM  SMS Out +E5901E9696 REGISTER CHDSG-wGKxsdw 147 3EBBTC +* Processed 2 114104201,

4 |m 2

Server running [ 23(Average)
< m J p
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Note: Youstill can’t send email until you have configured the SMTP Server and credentialsAlertDispatcher
will useto dispatch Emails. See"Configure System and Alerts Setup” for details.
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3). Configure System and Alerts Setup

a). System Setup - General

AlertDispatcher comes with some configurabl e settings which you can modify. The default settings are
recommended values and should work for atypical installation.

2 AlertDispatcher Enterprise v4.5.0.0.400 (Authorized Usertesting (backup)) == =) 23
SMMP Trap Receiver Setup l Termplates l Help/R egiztration ]
Service ] Meszages l Send 55 /Email l Addressbook ] Uzerz and Departments ] hodem Setup ]
Instant Messaging [IM) Setup System Setup ] Syatem Alerts/Email Setup l Feceive SMS Setup l SMTP Server Setup ] HTTP Server Setup l
General l M odems ] Outgoing Messzage Filter 1 Reporting ] High Aveailability ]
Draily lirnit of meszages:  |2000
G :
[ Dizcard meszages in excezz of limit ¥ Enable debug logging
[ Enable PC buzzer slerts
Purge messages from databage that are older than, daps; |0 j [¥ Fun spstern bray program on system startup
Pending messages older than |24 ﬂ howrz will not be sent [ Reset IPMI watchdog timer [Advanced User)
[ Suszpend lows pricrity broadeast during sleep period
leep Perod {Donot send fow ¢ :~ essages] I APl Paraphrase: |
Framm | J0000PM == To | 0000 AW ==
: e
[ Add * prefix to impartant/urgent priority meszages Set Server Socket Port [for expert user): | 5556 E=]
[~ Enable Send Messaage Filter (For Advanced User anlyl] Auta respondent SM3 for "UNSUB" SMS:
|83ndMessageFilter.dII __] ou have successfully unsubscrbed from our SMS zervices. Thank .
pou.
[¥ Send daily heartbeat to system alert recipisnt at el
0300~ his and |21:00 = his
Apply zettings
MNo modems enabled. Please add or enable modem on Modem Setup tab. Unknown
4 B | 3

The' Daily limit of messages’ setting limits the maximum number of messagesthat can besentinoneday. To
impose no limit, set ‘ Daily limit of messages’ to O (default value).

Note: Thedaily messagelimit defaultsto 2000 for AlertDispatcher versionsearlier than v3.1.
To discard excess messages (above the daily limit), enable * Discard messagesin excessof limit’.

‘ Purge messages from database that are older than x days' setting runs atask that purges old messages from the
database that are older than the configured number of days. Thistask runs once a day.

Note: For performancereason, AlertDispatcher will only keep up to 100,000 messagesin the database. When
this limit isexceeded, the oldest 10,000 messageswill be automatically purged.

‘Suspend priority 1 broadcast during sleep period’ setting allows you to setup a‘sleep period’ in which al

priority 1 broadcasts are suspended during that period of time. Broadcast will resume after the time period has
ended. Note: Messageswith priority higher than 1 will still be sent during this * sleep period’.
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‘Enable Send Message Filter’ isreserved for specia applications. Do not enableit unlesstold to do so by your
vendor.

‘Send daily heartbeat to systemalert recipient’ is used to scheduleatwicedaily heartbeat alert (SMSEmail) —
see example below - to the system alert recipient configured under “ SystemAlertsEmail Setup” . Y ou must
configured the system alert recipient before you can enable * Send daily heartbeat to systemalert recipient’.

[ALERTSERVER]: HeartBeatat 17:00 hrs.
Satus: AlertDispatcher - Running
[Created: 17:00:00 2014-03-13]

‘Enable debug logging’ isused to debug modem communication and modem hardware issues and for new
installations, you' rerecommended to enableit.

‘Enable PC buzzer Alerts isused to sound the PC buzzer on AlertDispatcher Server and AlertDispatcher
Clientswhenever thereisan error. For example, a continuous melody will be played if amodem cannot be
detected. Y ou can stop thismelody either by rectifying the modem issue or acknowledging the Alert using
AlertDispatcher Client.

‘APl Paraphrase’ isused to protect accessto AlertDispatcher Server viaAPI. |If high security isrequired, you
should configure apassword for API Paraphrase.

“Set Server Socket Port (for expert user)’ allows you to change the default port 5556 which the server usesto
communicate with AlertDispatcher Client and APIs. Please refrain from changing this setting unless necessary.

b). System Setup - Modems

= AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User) o (= S
Semvice l Messages l Send SMSEmail l Addrezsbook l Ugers and Departments l todem Setup l
Templates l Help/Registration l
System Setup } Syztem Alerts/Email Setup l Receive S5 Setup l SMTP Server Setup l HTTR Server Setup l SMHMP Trap Receiver Setupl

l Outgoing Meszage Filker ] Reporting ]

[+ Failover to an available rmodem port if the selected modem port is dowe |
[v Allow concatenated (long] SMS
Pause before resend emoneous message, sec: |5 ﬁ
Max number of rezends: |2 j
Sleep interval between SMS sending, meec: |0 J
Modem Delay Setting [for expert user), msec: {1000 ﬁ
Server running 23(Average)
4 i 3
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By default, AlertDispatcher will automatically failover to an available modem port if the selected modem isnot
working. The default setting isrecommended for critical operations.

If * Allow concatenated (long) SMS isnot enabled, messageswill betruncated to 160 charactersfor ASCII text

and 70 charactersfor Unicodetext. More phones made withinthelast 5years can support concatenated SM S of
up to 6 SMSin length.

c). System Setup — Outgoing Message Filter

Y ou can setup ‘ Outgoing Message Filters to block Email and SM'S messages to particular recipients (wildcard
characters supported) and also messagesthat contain certain strings. The asterisk wildcard character matches
zero or more characters. The question mark wildcard character matches exactly one character.

=, AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User) B
Service l Messages l Send SMS/Email l Addrezsbook, l Ugers and Departments l Modem Setup l
Templates l Help/Registration l
Sypstern Setup ‘ System Alerts/Email Setup l Feceive SMS Setup l SMTP Server Setup l HTTP Server Setup lSNMF‘ Trap Receiver Setupl
l Fleporting]
Fiecipient Restrictions Content Restrictions
® Allowed @ Allowed
By default, all recipients[Phone/E mail addresses) are: —— By default, all messages are: R
" Blocked (" Blocked
Except thoze listed below: Except meszages matching any of the stings listed below:
[E ach recipient on a new ling) [Each string check on a new line. Use "Subject=" to indicate Email Subject check]
? - fuck* -
7 bitch i
e goddarmn
I

Subject=[zpam]
+999* Subject="virg®

*“@spammail. com

- Test message test:

Wildzards suported: * The asterisk wildcard matches 2era ar more characters. ~  Test matching
? The question mark wildzard matches exactly one character.
Server running 23(Average)

4 1

In the above example, recipients containing 1 to 4 charactersonly (?,7?,7?2?,2??2?), and recipients beginning with
+999 (+999*), e.g. +9991234567 arerestricted. To block al international SMS, simply block the prefix, e.g. +*
or 00* (different networks use different prefixes).

The check string ‘ bitch*” will block all messageswith the keyword ‘bitch’ followed by any other characters, e.g.
‘bitch!” and ‘bitchyou!” will berestricted. However, ‘hibitch’ will be alowed.

Note that for the case of phrases (more than one word separated by spacing), the asterisk wildcard will be
automatically added to the beginning and end of the phrase. For example, the check string * god damn’ will
block the message * God Damnit!”.
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d). System Setup — High Availability

You caninstall AlertDispatcher on aWindows Network Load Balancing Cluster (or NLB cluster) to distribute
messages among nodes that belong to the cluster. Thisworkswell if you're using the TCP/IP based DLL AP,
HTTP Server, SMTP Server or SNMP Trap Receiver tointerface with AlertDispatcher.

If you are using the Corporate license (or higher licenses), you can add application awarefailover capability to
your Windows cluster by enabling the setting “ Automatically Removelocal host fromWindows Network Load
Balancing Cluster on server failureor when no modemsareworking...”. When this setting has been enabled,
AlertDispatcher will remove failed nodes from the cluster automatically so that messageswon’'t be sent to these
nodes.

However, this setting does not allow messages already queued on anodeto failover to another nodeif they can’t
be sent nor can it synchronizethe addressbook onthenodes. Thiswill be addressed by the next setting.

If you are using the Enterprise license, you can enabl e the setting “ Enable Replication and Message Fail over
(Users, Addressbook and Templateswill bereplicated fromMaster to Save’ to enable automatic message
failover (both ways) across a Master and a Slave node — anode can be configured as either amaster or aslave.

“ Enable Replication and Message Failover (Users, Addressbook and Templateswill bereplicated from Master
to Save” aso enables the replication of users, addressbook and templates from the Master to the Slave node —
you can only update users and addressbook on the Master node. Y ou do not need to install Windows Network
Load Balancing Cluster to make use of this setting.

If anodefails or crashes, pending messages in the failed node will be sent using the other node. Thisis done
automatically. Notwithstanding thefailover setup, both Master and Slave nodeswill have their own message
logs and can therefore send messagesindependently on their own.

. AlertDispatcher Enterprise v4.5.0.0.400 (Authorized User:testing (backup)) = (& %
Service I Meszages | Send SMS5/Email l Addressbook. l Usgers and Departments l todem Setup |

SHIP Trap Receiver Setup l Templates l Help/Reqistration |

Instant Messaging [IM] Setup Spstern Setup ‘ System Alerts/E mail Setup l Receve SMS Setup l SMTP Server Setup l HTTF Server Setup I

General | Modems] Outgaing Mezsage Filter] Reporting  High Availability

[ Automatically Remove local host from Sindows Metwork Load Balancing Cluster on server Failure or

when no modems are working, and automatically Add local host back to cluster on recovery

[¥ Enable Replication and Message Failover [Users. Addressbook and Templates will be replicated from Master to Slave]

[v Mirar pending messages from Master ta Slave and vice wersa.

Server Heplication Role: |Slave -

Master Server Host: 1192168.010
: = |
FMaster Server Part |5556 =l

Apply settings
No modems enabled. Please add or enable modem on Modem Setup tab. Unknown
4 ik 3
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e). System Alerts/Email Setup

In order for AlertDispatcher to send out Emails, you must configure an SM TP user account under “ System
AlertyEmail Setup”.

AlertDispatcher can be configured to send asystem alert message (Email/SM S) on encountering amodem or
system error. Y ou can configurethe system alert recipient under “ Send System Alertto:” . Thisishighly
recommended if you areusing AlertDispatcher for critical purpose.

.. AlertDispatcher Enterprise v4.5.0.0.400 (Authorized Useritesting (backup)) == EI I Z§ 4
Service ] Meszages l Send SMS /Email l Addressbook. l Uszerz and Departments l todem Setup l
SHMP Trap Receiver Setup l Templates l Help/Registration ]
Instant Messaging (M) Setupl System Setup System Alerts/Email Setup ‘ Receive SMS Setup l SMTP Server Setup l HTTP Server Setup l

[¥ Send Spstemn dlert to;

Recipients: |sysadmin Test Alert

Primary SMTP Server
SMTF server. |smtp. grail.com SMTP user: |test

SMTP port: |58? _—‘:JJ SMTP password: |tESt

Sender Email Address: |alertdispatcher@alertdispatcher.com

I¥ Enable Secondany SMTP Server (failover)

Secondary SMTP Server
SMTP server [192.168.010 SMTP user: [iest
SMTP part: |25 ST

Sender Email Address: |alertdispatcher@alertdispatcher.com

[ Enable Modemtdail [GPRS) [Email will be sent using modemn only i Intermet mail is not available)

I Apply zettings

'No modems enabled. Please add or enable modem on Modem Setup tab. 2 Unknown
A i} 3

Obtain the SMTP Server addressand SM TP username and password from your company email administrator,
e.g. Exchangeadministrator. Asfar aspossible, do not use your email account or an existing email account in
case you change your password and forget to update the password set on AlertDispatcher. Create anew email
account, e.g. alertdispatcher @yourcompanydomain.

If you do not have acompany SMTP Server, you can useyour |SP SMTP Server or register afree GMAIL
account (GMAIL SMTP Server uses port 587 instead of the standard port 25). Take note that GMAIL hasa
daily send limit of between 100 to 500 messages, so you must not send to too many recipientsto avoid
exceeding the limit.

If you are using the Corporate license (or higher licenses), you can configurea Secondary/failover SMTP Server
in case emails cannot be sent out using the Primary SMTP Server. Thisisrecommended if you areusing
AlertDispatcher for critical purpose asemailscan fail to send out for multiplereasonsbesides server failure, e.g.
email password has been changed and not updated over at AlertDispatcher, email user has been deleted, emails
recipients blocked by SMTP Server, etc.
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Note: Y ou must enable ‘ EnableModemMail (GPRS)’ if you want to allow AlertDispatcher to be ableto send

Email using the GPRS modem. Please do not enable thisfeature unlessyou need it asit may incur additional
GPRS costs on your SIM card hill.

If “Send Email using ModemMail only’ isnot enabled (the default setting), AlertDispatcher will attempt to send
out EmailsviaTCP/IP network first, and only if that method fails, failover to ModemMail.
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4). Configure Users and Departments

a). Create user

If you are using the Corporate license (or higher licenses), you caninstall AlertDispatcher Client on
workstationsand configure the client to connect to AlertDispatcher Server remotely.

Y ou can create multiplelogin Users of different “User Types’ (each user type has a different combination of
accessrights). Every login user is assigned to a user type and the user will in turninherit al the rights
configured for that user type. Loginusersare used for both AlertDispatcher Client and Web Portal login.

For your convenience, thefollowing user typesare created upon installation — Administrator, Basic User,
Department L eader, Manager and Standard User.

In the example shown below, the newly created user “ adam.smith” is assigned the user type“ Standard User”.
Standard User hastherightsto access Service, Messages, Send SM S/Email, Addressbook tabsonly but hasno
rights to del ete messages. Standard User can only view messages from departments he or sheisassigned under.

o, AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User) = | & x
Templates l Hel Adding User ﬁ
System Setup l Syztem Receiver Setupl

tain l Departments]

Service l m Setup l
[¥ Enable User

&4}-‘ & & 3 Mame: |adam.smith

|[Name Type Display Mame: |adam
2 administrator Adrninistrato Password: | xxxxxxxx
Confirm Pagsword: | ““““““““
Type:  [EEGEERIEES Manage Uzer Types

Standard User has the rights to access Service, Meszages, Send -
ShS/Email. Addressbook tabs only but has no rights to delete meszages.
Standard Ulzer can only view meszages from departments he or she iz
azzigned under,

Mobile Phone: 123456783

Email &ddress: |

Monthly meszage limit: 1} j [ Discard messages in excess of limit

Ok Cancel

Server running 22(Average)
4 L1} F

Userscan aso beindividually assigned amonthly SMS send limit (O for unlimited). A warning email will be
sent to the user if the monthly limit has been exceeded (email template configurable under * SMITP Server’ tab,
‘Email Notifications' setup.

Note: TheUser“ Administrator” iscreated automatically. The passwordis“administrator” (capssensitive).
Y ou are advised to change this password as soon as possible.
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b). Create new user types

If you need a user type with a combination of accessrights not found in any of the default user types, you can
create your own user type.

User Types 23
UsgerType | [regcription |

c'."a Administrator Administrator has full rights.

c’.‘é Basic User Basic User has the rights to acce...

E‘a Department Leader Department Leader has the rights...

c'_l M anager tanager has the rights to access..

c'_l Standard User Standard Uzer haz the rights ta a...

Adding UserType ﬁ

Mame: |Specialuser

Explanationt [bjap bizh biah ... |

Rights: Right

& Can access tab: "Messages”

& Cah aceess tab: "Send SM5Email”
& Can access tab: "Addressbook''

& Can access tab: "Users and Departments"

A
m Can acocess tab: "Modem Setup”
e - i .
4 1 *

m »

Ok Cancel

c). Create departments

To alow groups of usersto work together distinctly from therest of the organization, you can create new
“Departments’ (Users are assigned to the “main” department by when they are created and cannot be removed
from*“main” department).

Y ou can create new departments and assign usersto the newly created departments. Oncethe usersarein
different newly created departments, you can restrict a user to view/delete only messages generated by fellow
members of the department. Userswith the right to access messages from different departments can chooseto
filter messages displayed in the Messages display grid by department.

Addressbook Recipients/Groupsand Message Templates are al so restricted to usersfrom aspecific department
(“main” department by default). If you create anew department, e.g. ‘I T’, and assign recipients/groups or a
message template to this new department, users assigned to only ‘main’ department will not be able to send to
these recipients and groups or access this message templ ate.

Tip: If youwant arecipient or group or message template to be accessible by all users, simply restrict the

recipient/group or templateto ‘main’ department. Asall usersare assigned to the default * main’ department, so
reci pients/groups and message templates assigned to ‘main’ are accessible by all users.
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New Department u

M airn |Users I

[ Enable

Mame: |Accounting

Email Report Recipients: I

1

Smz Report Fecipientz I

—E zzallation mile if receirved SMS iz not READ [for Sound Buzzer Alert Achion)

I If the received SMS iz not READ within |0 :II minLtes
fonmard S5 to Phone/E mail address(s]:

Ok Cancel

d). Connecting client to remote server.

The ability to create multiple usersisespecially useful if you are using the Corporate (of higher) license which
supports multiple remote clients. 'Y ou may connect to aremote server using by editing ‘ Remote Server Host’ as

shown below.
. AlertDispatcher Enterprise v3.1.0.0 (Authorized User: TEST-c.entre(test)& you, me) | =& P |
System Setup | Syztem Alerts/Email Setup | Feceive SMS Setup | SMTP Server Setup | HTTF Server Setup | SHMP Trap Receiver Setupl
Templates |
Service | Meszages | Send SMS/Email | Addressbaok | Users and Departments | Madem Setup |
Server Status: @ Start | Stop | Restart | Modem Signal Strength:
- | | ¢ - "
Server running o |5 | ALER Talslgﬂg‘gﬂﬂckw
- Open Log Folder | Log lines to display: |1 uli] %l
User: IAdministrator Password: I""’“‘""""""""" [¥ Savepassward  Remote Server Host: |192.188. 010 Part: |555B ﬂ I Save/Connect |

2012. 10. 11 14:08:41:296 [!] Emptr Email Address! Unable to send email: “SoftKer:2wEDhngEAuGhWeSAcSCHGIZCDVIEOGEV1tExET4r93bPFEUDIVFNB+i8QWIUTYvpzewigANNET «

2012.10. 11 03:23:41:437 AlertDispatcher Service Started! Modems initialized successfully - COM7
2012. 10. 11 03:23:35:328 Engine initialized. [Build:290]
2012. 10. 11 03:23:35:218 Vendor :ClickNDeploy
2012, 10. 11 03:23:35:218 HardwareID:79TAGSCF-FDTC
2012. 10. 11 03: Authorized User:TEST-c, entre(test}& rou, me L
2012, 10. 11 03: AlertDispatcher Call Center Version:3.1.0.0
2012. 10. 11 03: MaxEmergencrRecipients:3
2012, 10. 11 03: sVendorEmail:
2012, 10. 11 03: sVendor :ClickNDeploy

.11 7 sRegisteredName:TEST-c, entre(test)® rou, me
[!] Emptr Email Address! Unable to send emai
[!] E=mpty Email Address! Unable to send em
[!] Empty Email Address! Unable to send email: “SoftKer:
SMTP connection recovered

“SoftKev:215D//3uced iWI9e* jItINinREalEpediPHF eZN jar dvIPRODI606AME NS T2oafDE tdY/ 2w
“SoftKer : ZozHHAiNkiGYaKeMOP T/ “ApNIHAV-hGugonRvbx 235 ToC Y IFY04RpVeXaWka6 T0C, TAaNeln/ e
2aCWi%rb*YA+oEmedn jSkadTacnR1ZIFNaNRRcztmoTR1L5Hx ePd031D7AUFBquuesEr 35TEDEv

71 [!] Failed to send Email. Error: ion error. Socket Error # Host not found.. Please check your SMIFP Server setup under
X H : [!] Failed to send Email. Error: ion error. Socket Error # 01 Host not found.. Please check vour SMIP Server setup under ¥
] | T | b
Server running 15({Poor)
< I | »
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5). Configure SMTP Server Setup
a). SMTP Server Setup - General Setup

AlertDispatcher has abuilt-in SMTP Server that listens to port 25 (default). The built-in SMTP Server alows
AlertDispatcher to be used as an Email-to-Alert (Email/SMS) gateway. Y ou can configure M S Exchange or
Lotus Notesto forward Emails to AlertDispatcher which will deliver them as SMS and/or Email using
configurablerules.

Note: Thissetting isdifferent from the * SVTP Server’ setting found under * AlertsEmail Setup’ tab — which
alows AlertDispatcher to relay Email (as an Email client) to network based SMTP Servers.

The SMTPinterfaceisrequired for some of the APIs such asthe SQL Server stored procedure. ASSMTPisa
common protocol, the SMTP interface allows you to send Alerts from any programming language or software
that can send out Email.

By default, AlertDispatcher will set the Email Body of Emailsreceived by the SMTP Server as the Alert
message. Y ou can change thisto Email Subject or to both Email Subject and Body. Therecommendationisto
use Subject if you do not need to type long messages.

.. AlertDispatcher Enterprise v4.5.0.0.400 (Authorized User:testing {(backup)) i._ = =l Z§_ _..:
Service ] Messages ] Send SMS/Email ] Addressboaok Users and Departments l Modem Setup ]
SHMP Trap Receiver Setup ] Templates ] Help/R eqistration ]
Instant Mezszaging [IM) Setup l System Setup ] Syztem Alertz/Email Setup l Feceive SMS Setup SMTF Server Setup ‘ HTTF Server Setup l

[+ Enable SMTF Server
General Setup | MAP| Setup] Email Notifications] LDAP Guery Setup ]

General Setup: [~ TCRAP address access restictions
SMTP Server Part: |25 j Magimum rumber of SM3 per emal: - |5 =4 | | By default, all computers will be: T @ Granted access
Default message Prioity: |2 - Set as SMS Recipient; |Email Fecipient Lser =l Except those listed below: & ¢ Deried access
Set a3 SMS Message Content: | Email Body Content ¥
I¥ Enable SM5 Message Footer e | Y =l Access | IP address [Subriet mask) | Aidd

SMS Message Footer: |Frome%EMAILSENDERADDRESS[XEMAILSENDERMNAME) £

Delete

[ Automatically dizable SHTP on server failure or when no modems are waorking
[For client side Fallover to altermative server]

i

Propertizs
Basic SMTP Authentication

[~ Enable SMTP Authentication Uzername: Password

Ernail Filtering Fule
¥ Forward ALL email: to Numeric email recipients as SMS

£ Querny Phoneback For all other email recipients. IF no match i found, deliver email a3 regular email.

® Deliver all emails received as regular email with the exception of emails with the following recipient domains: | |

{clickndeplo}l.com [Emails to ather domaing will be delivered as regular emails) | | oo b odem Port {auto = IF throttle 1500 ﬁMessagesHMi
Apply settings
No_modems enabled. Please add or enable modem on Modem Setup 1ab._ ) '. Unkn_own

£ T 3

By default, the Alert recipient will be taken from the recipient Email Address beforethe @ symbol. e.g.
+65912345678@clickndeploy.com or groupname@clickndeploy.com (Note: groupname must be configured
within the Addressbook). Y ou may changeto SMSrecipient to take from Email Subject instead.

Y ou may append amessage footer to all Alerts sent out from the SMTP Server.
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The "Automatically disable SMTP Server on server failurewhen no modemsareworking” setting is disabled by
default and you should only enableit if you are using an SMTP Client with afailure over to alternate server

capability.

Using the ‘Email Filtering Rule’, you can selectively forward Emails to either SMSor relay asregular Email. If
you check ‘Forward ALL Emailsto Numeric Email recipientsas SMS, al Emails sent to recipient Email
addressesin thefollowing format: +12345678@anydomain.com or 12345678@anydomain.com will be
forwarded as SMS.

Y ou can toggle between ‘Query Addressbook for all other Email recipients. If no match isfound, deliver Email
asregular Email.” or ‘Deliver all Emailsreceived asregular Email with the exception of Emails with the
following recipient domains:”.

If set to ‘Query Addressbook for all other Email recipients. If no match isfound, deliver Email asregular
Email.’, AlertDispatcher will search the Addressbook for the group or recipient that exactly matches the
username of the recipient Email address.

For example, if the recipient Email addressis john@mydomain.com, and if the group or recipient ‘john’ exists
in the Addressbook, that Email will beforwarded to the recipients defined in the Addressbook entry for ‘john’.
Otherwise, the Email will be relayed to john@mydomain.com as aregular Email.

Conversely, if set to ‘Deliver all Emailsreceived asregular Email with the exception of Emailswith the
following recipient domains:’, AlertDispatcher will only forward Emails with recipient Email address that
matches a specified domain name(s). All other Emails destined for other domainswill be sent asregular Email.

For example, if you indicate ‘ Alertdispatcher.com’ (default), only Emailswith recipient Email addressin the
following format +65912345678@Alertdispatcher.com will be converted into SMS. All other Emails will be
delivered asregular Email*. Y ou can specify more than one domain name.

The Email filtering ruleis a powerful feature enables 3" party software to send both SMSand Email viaasingle
SMTP Server.

Theconfiguration ‘ TCP/IP Addressaccessrestrictions' allowsyou to whitelist or blacklist specific computers
or specific groups of computersby IP address. In the above example, all computerswith the P Address 192.*
are permitted to send Email to AlertDispatcher SMTP Server.

‘Use Modem Port’ feature allowsyou to specify which modem to use SM S messagesrel ayed through the SMTP
Server. Thedefault settingis‘Auto’. Thisfeature allowsyou to setup an active (primary) — passive (secondary)
modem array in which thefailover “passive” modem will be used only if the primary “active” modem fails.

‘IP Trottle’ controlsthe maximum number of emails per minute that the SMTP Server will process. Excess
emailswill berejected.

Note:

1). You can send Alerts (both SMS and/or Email) to agroup of people by configuring their Email and SMS
contact in the Addressbook.

2). If Windows Firewall is enabled, you must open accessto port 25 in order for SMTP Server interface to work.

For details, pleaserefer to the section * Setup considerationsfor API / Email-to-Alert (Email2SVS) / HTTP-to-
Alert / SNMP trap receiver interface’ on thisguide.
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For advanced Users Only:

You can also indicate the Priority (Parameter P) and Scheduled date time (Parameter D) to send the Alert by
appending the following the parametersto the end of the Email message sent to AlertDispatcher (you may be
required to append to Email Subject instead of Body, depending on your SMTP Server Setup). Pand D are
optional parameters.

D==YYYY- M\t DD HH: MM SS P==Priority
e.g. If you have defined the Alert message to be taken fromthe Email subject, you can indicate the Email subject

as follows:
H, how are you? D==2010-12-01 20: 00: 00 P==4

b). SMTP Server Setup - MAPI Setup

If your application uses Outlook to send messages (viaMAP!I), you may configure AlertDispatcher to process
email found in Outlook outbox directly as shown in the screen below.

Using this method, you do not need to run Outlook all thetime — however, you must till install and configure
Outlook profileto point to AlertDispatcher Server. Processing emailsdirectly is more stable because Outlook
can hang if there are too many messages.

7, AlertDispatcher Enterprise v4.5.0.0.400 (Authorized Usertesting (backup)) (=] e S
Service l Messages ] Send SkS5/E mail ] Addressbook Users and Departrments ] Modem Setup l

SHMP Trap Receiver Setup l Templates l Help/Reqistration l

Instant Messaging [IM] Setup l System Setup ] System Alerts/Email Setup l Feceive SMS Setup SMTF Server Setup ‘ HTTP Server Setup l

[¥ Enable SMTP Server

General Setup  MAF! Setup l Email Notifications] LDAP Query Setup]

¥ Process emails found in Outhook authos Lsing il Prafile: v {Use Default Prafile
Apply settings
o m_odems enabled. Please add or enable modem on Modem -Sefu_;_:_»' tab. Unknown

| HIE 3

Y oumust alsologon“AlertDispatcher-SMTP” serviceasalocal user (NOT domain user) with administrator
rights. After that, restart AlertDispatcher-SMTP service.
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After 2-3 minutes, refer to C:\Program Files (x86)\AlertDispatcher\Log \SMTPServer.log. If thefollowing error
appears, you need to verify that the username you used has administrator rights and you are using the default
profile. If thereismore than one profile, please enter the profile name which you have created.

2013.03.07 14:07:32:994 Smtp Server Socket opened on Port: 25

2013.03.07 14:09:14:653 Failedto connect to MAPI! Please configure Alertispatcher-SMITP to logon asthe
Windowslogon user using Windows Servicesconsole. Error: Error (0x80040111) occurred when logging into
the extended MAPI subsystemviathe Profile: "".2013.03.07 14:09:14: 731 <-- OK

Services | = | [E] = |

File Action View Help

x| EEcz HE v enmwp

4 Services (Local) || 2 services (|fAlertDispatcher-SMTP Properties (Local Computer) M

AlertDispatchy | | General | Log On | Recovery | Dependencies | tatus Startup Typt *
Log on as: Manual |E

Start the servig o I

(7) Local System account anua

Allow service to interact with desktop Manual

@ This account: admin| e tarted Manual

Manual

Password: SERRBERARRRRRES

Manual

Confimn password; ~ #eessssssssssss Manual

\‘ Help me configure user account log on options. Y, Manual

Manual

Manual

tarted Automatic
Manual
Manual
Manual

Manual

Manual -

oKk | [ conesl | Appy |

\Extended /(_S

c). SMTP Server Setup — Email Notifications

Y ou can also setup AlertDispatcher to send an auto response Email to the sender of the Email. Thisisuseful if
you are routing Emails via Exchange or Lotusto AlertDispatcher SMTP Server. The sender of the Email will be
informed on the delivery status of the SM S by the auto response Email. The auto response Email template can
be amended as shown above.
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;. AlertDispatcher Enterprise v4.5.0.0.400 (Authorized User:testing (backup)) [ =Y ﬁ :
Semice ] Mezzages ] Send Sk S/E mail l Addressbook l Uszers and Departments ] tModem Setup l

SMMP Trap Receiver Setup ] Templates ] Help/Registration l

Instant Messaging [IM) Setupl System Setup ] System Alerts/Email Setup l Receive SMS Setup SMTF Server Setup ] HTTP Server Setup ]

¥ Enable SMTP Server

General Setup] MAP! Setup  Email Notifications ] LDAP Query Setup]

[V Send confimation Email to email zender on receipt of E mail

Canfirmaion Ermail Subject Template: 1Email Receipt Confirnmation for Alert to 2T0O ID: ZTRACKINGID)

Confirmaion Email Message Template: | Thank you, we have received your Alert Dispatch to 2T0

Tracking I0: 2TRACKINGID
[V Send Status L pdate Email to Email 5 ender

Statuz Update Email Subject Template: | Dispatch Status for Alert to %70 [Status: ZSTATUS | 1D: ZTRACKINGID)

Status Update Email Message Template:  |Please find the status of pour Alert Dispatch to %70

Tracking ID: ZTRACKINGID

[+ ESend Email On Monthly Meszage Limit Exceeded to Email Sender

M orthiy Meszage Limit Exceeded Email Subject Template: W arning! You have exceeded your monthly message limit (ID: ZTRACKINGID]

Monthly Message Limit Exceeded Email Meszage Template: |Somy, your meszage will not be delivered az vou have exceeded pour monthly message limit.
Please contact yvour administrator for further assistance,

-

Apply settings

Unknown

o mgdems enabled. Please add or enable modem on Modem Setup tab.
T

K

L

Please refer to the following section for moreinformation: Interface with AlertDispatcher using
SMTP/HTTP/DOS

Go to C:\Program Files\AlertDispatchen\APIsfilesto accessthefilesfor Command Line APl and SQL Server
stored procedure.
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d). SMTP Server Setup — LDAP Query Setup

The LDAP Query Setup alowsyou to limit the monthly usage of email usersthat are members of an LDAP
directory (or ActiveDirectory). You can set adefault monthly usagelimit and adifferent usagelimit for upto 3
LDAPgroupsor ActiveDirectory security group.

AlertDispatcher doesthisby creating auser for each new email user that sends over an email. Y ou also can
assign the department for each user by defining the LDAP attribute for department. Thisisuseful where
reporting isenabled and you want to be ableto view usage by department if email reporting is enabled.

. AlertDispatcher Corporate v4.5.0.0.400 (Authorized UserTEST-c.entre(test)& you, me) a l s—m|nl=) é]
- - =
Service ] Messages ] Send SMS/Email ] Addresshook ] Users and Departments l Modem Setup l
SHMP Trap Receiver Setup ] Templates l Help/Regizstration ]
Instant b eszaging (M) Setupl Syztemn Setup l Spstem blertz/Email Setup l Fieceive S5 Setup SMTP Server Setup ‘ HTTP Server Setup l

¥ Enable SMTF Server

General Setup] AP Setup] Email Matfications  LDAP Query Setup l

[V Ernable LDAF Query

LDAP Host: |1 92.168.0.10 LDAP Login Name: |admin_user@your_domain.com
LDAF Port:  |383 ﬁ LDAP Login Passward: |
LDAF Object Base: |dc=your_domain,dc=com Canfirn LDAP Login Password: |x==x==

Set Uzername to attribute: |mai|

Set Dept to attribute: |department

Default Maonthly kMeszage Limit: ]1 i}

[V Tier 1: Monthly Message Limit of |1DDDDDD for uzers belonging to LDAP group: |IT|
[ Tier 2: Monthly Meszage Limitof 1000000 for users belonging ta L = g |

[ Tier 3 Monthly Meszage Limit of - [1000000

Apply settings

Unknown
m | r

No _modems enabled. Please add or enable modem on Modem -S'e’rup_tab.

To debug your LDAP Query settings, please send an email and then refer to your AlertDispatcher event log for
possibleerrors.

Note: TheLDAP Query featureisonly availablefor AlertDispatcher Corporate License (or higher).
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*. AlertDispatcher Corporate v4.5.0.0.400 (Authorized User:TEST-c.entre(test)& you, me)

l

Service l

Recere SMS Setup SMTF Server Setup

|

tMeszages Send SMS/Email

Server Status: @ I Stop I Restart ‘ Emergency Pause

HTTP Server Setup

\ SHMP Trap Recerer Setup \ Templat

\ Addrezsbook \ Uzers and Der

‘ Modem Signal Strength:

Mo modems enabled, Pleaze add or enable modem on Modem Setup tab. -

User: |&dministrator Pagswrd; | [¥ Save pazzword
=

(N
i

Open Log Folder

Remaote Server Host: |1 27.001

2

——
2014, 11:193 [!] QuersLDAP Erzor: Unable to conmnect te LDAP Server _J

2014, 12:588 AlertDispatcher Service Started with no modems ensbled!

2014, 588 [ ] Mo modems enabled. Pleass add or ensble modem on Modem Setup tab
2014. 12:533 Engine initislized. [Build:400]

6). Configure HTTP Server Setup

AlertDispatcher HTTPinterfaceisenabled and listensto port 80 by default. Thisallowsyour server to be used

asaHTTP-to-SM S gateway by calling the URL

http://smsservername/sendsms?N=phonenumber& M=messagebody. Y ou can protect the URL by enabling the
“ Authenticate against the Users database” setting as shown below.

*, AlertDispatcher Enterprise v3.1.0.0 {Authorized User: Test User)

Service ] Addressbook

Send SMS/Email l

Meszages ]
System Alertz/Email Setup l Feceive SMS Setup l SMTP Server Setup

[¥ Enable HTTP Server

[ Authenticate against Users database

. =]
HTTP Server Port: |80 =

HTTP Server Setup

By default, all computers will be:

Except thoze listed below:

= |E| X
l Uszers and Departments ] Modem Setup ] System Setup ]
ISNMP Trap Receiver Setupl Templates l Help/Registration l

TCPAP address access restrictions

T @ Granted access
& Deried access

Access

IP address [Subnet mask) | dd

S5L Password:

™ Automatically disable HTTP Server on server failure or when no
modems are working [For client side failover to alternative server]

IP throttle  |E00 j Meszages / Minute

Acknowledgerment URL: |http:/Alocalhost

Delete

e

Froperties

Mo working modem found. Refer to Modem Setup for error message.

The"Automatically disable HTTP Server on server failure

Unknown

when no modemsareworking" setting is disabled by

default and you should only enableit if you areusing an HTTP Client with afailure over to alternate server

capability.
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Note: If Windows Firewall isenabled, you must open port 80 in order for HTTP interface to work. If Windows
[1SWorld Wide Web serviceisrunning, you need to change HT TP interface port to a different one from what
[1Sisusing. For details, pleaserefer tothe section * Setup considerationsfor API / Mail-to-SMSinterface’ on
this guide.

And similarly to the SMTPinterface, the configuration ' TCP/IP Addressaccessrestrictions’ allowsyou to
whitelist or blacklist specific computers or specific groups of computersby IP address. Inthe above example,
only computers with the IP address 192.168.0.6 and 192.168.0.100 are permitted to interface with
AlertDispatcher viaHTTP.

'IP Trottle' controlsthe maximum number of HT TP requests per minute that the HTTP Server will process.
Excess requests will be rejected.

‘ Acknowledgement URL’ refersto the URL used in Acknowledgement links sent in Basic Escalation and
Emergency Mobilization messages.

Note:

1). Internal addressessuch as http://192.168.0.111 or http://localhost/ are not accessiblefromthe Internet, i.e.
you can't use them from smart phones.

2). Do not include the port number, e.g. http://localhost:88

Pleaserefer to thefollowing section for moreinformation: Interface with AlertDispatcher using
SMTP/HTTP/DOS
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7). Configure SNMP Trap Receiver Setup

AlertDispatcher will capture SNMP Traps (v1 and v2) sent to the built-in SNMP trap receiver (which listens at
the default port 162) and then formulate the alert message using the alert message template and the information
derived from the SNMP trap. The aert isthen sent to thelist of Email and SM S recipients defined in the setup
(default isno recipients).

Y ou can customize the template for the alert and configure AlertDispatcher to strip unnecessary text from the
message beforeit is sent. Y ou can aso set AlertDispatcher to send asingle“digest alert” for SNMP traps
received within ashort interval so asto reduce the number of aerts.

* . AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User) . - o S
Service l Meszages l Send SMS/Email l Addressbook. Uszers and Departments l todem Setup l Syztem Setup l
Syztem Alertz/Email Setup l Feceive SMS Setup l SMTP Server Setup l HTTF Server Setup SMNMP Trap Receiver Setup Templates l Help/Registration l

GeneraISetup] Script ]

Trap Receiver Port: 162 ﬂ Recipients: |F'Iease enter recipients
Alert Message template (First Half): Strip the following keywords from the message [One line for each keyword)
Far SMNMP +1: Set to default For SHMP v2: Set to default -
Text to strip from alert -
Timestamp:{Timestamp} - Timestamp:{Timestamp} -
| Source:{Source} Sounce: {Source}
Generic:{Generic} Enterprise:{SnmpTrap}{{SnmpTrap0I0})

5 pecific: {5 pecifich Commurity: {Cammunity}

E nterprise: {Enterprise}

E nterpriseDescr:{E nterpriseDescription}

Cammunity: {Commurity} d = g

Alert message template [5econd Halfl: Settodefault | = Enabie alert digests for traps received.

SysMame: {syst ame} - |
SysContact{5psContact} = 5 =1
SysLocation: {5 psLocation} = =]
SysDescr{spsDescr o 3 =]
IP throttle  [600 ﬁ Meszages / Minute
Apply zettings
No working modem found. Refer to Modem Setup for error message. Unknown

Note: The SNMP Trap Receiver featureisonly availablefor AlertDispatcher Corporate License (or higher).

Note: If WindowsFirewall isenabled, you must open port 162 in order for SNMP Trap interfaceto work. If
Windows SNMP Trap serviceis installed and running, you need to either stop the service or change to another
port. For details, pleaserefer to the section * Setup considerations for API / Mail-to-SMS/ SNMP trap receiver
interface’ on thisguide.
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8). Loading your Contact List into Addressbook Groups, setup Duty Schedule,
Basic Escalation and Emergency Mobilization

AlertDispatcher allows you to create multiple groups of recipientswhich you can import from CSV (if you are
using Excel, you can saveto CSV format). Y ou can broadcast Alerts (SMS/Email) to groupswith as many as

5000 recipients at atime.

Y ou can find asample group at C:\Program Files\AlertDispatcher\SampleGroup.csv. Modify to your own
values using spreadsheet software such asMS Excel. Click onthe Saveicon. Click ‘ Yes on the next prompt to
ensure thefileissaved in CSV format. Please do not attempt to use” Save AS”.

Note: Import/Export from CSV only works after registration (pleaserefer to ‘License Key Registration’). Each

group can only have up to 10,000 recipients. |f you have morethan 10,000 records, please splitinto multiple
CSV files. The Addressbook can store up to 200 groups and 50,000 recipients (acrossall groups).

(EEECD TR TR Gormpryen - vl TR

Home Insert Page Layout Formulas Data Review View Developer Load Test Team
= . Tl 2 =] = = o s X AutoSur
_j S Calibri -1 -A AT = E”@':‘ S Wrap Text General - ijf‘ % L—;‘ﬂ l:Il:l ?& ’E @ s
Paste B I U-~|ie- A= = =|& = M &C < - g ] Conditional  Format  Cell Insert Delete Format
- 7 | U [ | A || | = =|| || B Mege&iCenter - || I Formatting ~ as Table = Styles ~ - - - 2 Clear -
Clipboard Font (F] Alignment (F] Number (F] Styles Cells
cs - fe |
A B C D E F G H | J K L
Name Type Phone Email Descriptior BirthDate Unsubscrik CustomFiel CustomFiel CustomFiel CustomFiel CustomFiel Ci
JohnKhoo 0 34543500001 IT Manager 0100-01-0: 0
MarySim 0 65465464444 mary@clicl Accountan' 0100-01-0; 0
TimSong 0 45654654654 tim@clickndeploy.comr 0100-01-0: 0

NN O s W N =

1
_I/é!_&';\\ '| H9-¢- K — - ﬁ Company.csv - Micro;tmt - -
—

Home Insert Page Layout Formulas Data Review View Developer Load Test Team
i N [pormes n -A A= = / /
- | A A | |= = =) Wrap Text General - ii‘ #t’ ’__'
p_j% Cd'#IIF‘E{ _c‘nﬂ
aste B 7 U-~-||iE~d A-|||= = =||2E sE|| =M BCenter~ |[| & ~ % o ||%0 ;%8 onditiona ormat =
ste o 1 u [ S- A | 2= | Merge & Center - | 18 s8] Sonditional Format St
Clipboard = Font [ Alignment [ Mumber [ Styles
| - @ £ | 45654654654
A B C D E F G H |
1 |Name Type Phone Email Descriptior BirthDate Unsubscrik CustomFiel CustomFiel Cus
2 |lohnKhoo 0 34543500001 IT Manager 0100-01-0: 0
3 |MarySim — " = ||
4 TimSong
5 Company.csy may contain features that are not compatible with Unicode Text. Do you want to keep the workbook in this
format?
6 I@) = To keep this forrmat, which leaves out any incompatible features, click Yes.
i « To preserve the features, click No. Then save a copy in the latest Excel format.
g = To see what might be lost, click Help.
g [ Yes ] [ Mo ] [ Help
10
11
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~
Click on the * Add Group’ button “’a'l to create anew group, e.g. IT. Click right on the newly created group

and select ‘Load Group fromCSV'.

. AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User)

mﬁlg

System Alerts/Ermail Setup | Feceive 5MS Setup | SMTP Server Setup HTTP Server Setup |SNMF‘ Trap Receiver Setupl Templates | Help/Fegistration |
Service | Messages | Send SMS/Email Addresshook Users and Departments | todem Setup | System Setup |
&[] w |« [-2ez ] AR IR
Name Birth Date | Description & ]
&& Add/Remove Recipient
£ JohnSim e kil 1410100
E Remove Group
& May The BEE7HI952 1000
Remove Group and Recipients under the Group
W T8 Expand
B Collapse
i
@ Load Group from CSV
@ Load Group from CSV (Do not override existing recipients)
H Save Group to C5V
&
|

Totest your newly created group, go to ‘ Send SMSEmail’ Tab, click on 5 to open the Addressbook selection
dialog. Youmay aso add or remove recipients assigned to the group.

e —— o — A —
Editing Group M

Main  Pecipients | E zcalation/Emergency Mobilizationl

M| «]1-302 0 | ]

Mame | Type | Phone | Email | BirthD ate | Description | Unsu... | CustomFieIcﬂl Custom

4 Gopal Singh SMS E54E54E5E 1412000 no

[¥1& John.Sim SMSEEmail 12348579 johi.simiE,.. 14140100 ho

Fa b ary. The ShS 5EE783952 14140100 no

4 I 3
Ok
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Alternative, you can also enter the recipients manually using &l and then assign them to groups. Y ou can
define the *Group Level Priority for individual recipients. This setting takes effect when sending to a group of
recipients with different priority. The recipient with higher Group Level Priority will receivethe aertsfirst.

Y ou can also restrict arecipient or group to users from aspecific department. By default, only usersunder the
default ‘Main’ department are allowed to send to anewly created recipient or group. Newly created usersare

gnedtothe‘Main’ department.

Note: A user can be assigned to multiple departments and thus will have the right to send to recipients and
groupsthat arerestricted to al departments which the user has been assigned with.

Editing Recipient

===

Main ]Custom Fields | $chedule | Escalation |

M arne; | Mary. The

Type: |Send ShAS only

Phone:  |556789952

Email: |

Alternative Phone/Emalz): |

[For Emergency Mobilization[RSWF))
Average -

Group Level Priority
[within the group itzelf):

[ Unsubscribed (R ecipient will nat receive SM5)
[Mote: Recipient can unsubscribe by sending UMSUEB to SMSDispatcher)

Restrict to Users fram Department: |Main j
Birth D ate: fod -
D escription: |

Cancel |

Y ou can setup up to 8 Custom Merge Fieldsfor every recipient. To merge the Custom Merge Field into your
messages, simply type{ CustomFieldNo.}, e.g.{ CustomField5} for Custom Field 5.
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. AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User)

SMTP Server Setup l HTTP Server Setup l SHHMP Trap Feceiver Setup} Templates l Help/Fegistration l
| iy | | |

e l Editing Recipient S—— —— lﬁ
&

ams | Rhone | Mate: To "mailmerge" custom fields inta your message, insert %1 - %8 f
& Gopal Singh B54E54656

1-
& | | | Main  Custom Fields ] Schedule | Escalation

Hong Kaon -
Custom Field 1: st

2 John Sim

B MayThe 556789952

Ching -
Custom Field 2:

Custom Field 3

Custom Field 4

Custom Field &

Custom Field &

Custom Field 7:

Custom Field &

Ok | Cancel |

Y ou can define the duty schedule for the recipient on aweekly basis. Alerts will not be sent to recipientsthat are
off duty.

Editing Recipient - lﬁ

I ain ] Custom Fields Schedule l Escalation]

Midnight B &AM Moon EPM Midnight
[ | | |

tonday

Saturday
sundey | AAAARARAACARSACAOCACAESRARTAARARACARCARRCRR
v Activate Schedule

onduwy |[TBiBa | fsx <10 ~|for <]
EZEEN - o o

Ok | Cancel |

Y ou can enable ‘Basic Escalation’ at the recipient or group level and for individual recipientsand groups. If
escalation isenabled for arecipient or group, recipientswill need to send an acknowledge SMS or click on an
acknowledgement link to halt the escal ation process.

Only one recipient from the group needsto acknowledge. If no one acknowledges, you can configure
AlertDispatcher to forward the message to another recipient or group. Up to 10 escalation levels can be
configured.
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Recipients can al so add personal commentsto the acknowledgment SM S or from the acknowledgment link,

whichwould beautomatically forwarded by AlertDispatcher to other recipients.

The acknowledgment footnoteis configurable. Y ou can also disable automatic forwarding any acknowledgment

to other recipients.

Using the “ Do NOT escal ate message if message contains ANY of the following keywords:” setting, you can
also opt out of escalation for therecipient if the message contains any of a pre-defined set of keywords, e.g.
“returnto normal, recovered, normal, etc”. Thissettingisuseful for situationsin which you do not want to

escal ate the message.

Editing Group

LX)

Main 1 Recipients  Escalation/Emergency Mobilization
[ Enatle Escalation/E mergency Mobilization

@ Basic Ezcalation: If none of the recipients have acknowledged within:

(" Emergency Mobilization: |F there iz ANY recipient that has not acknowledged within;

15 ﬂ ming, |escalate to:

Mext |15 j ming, | escalate to:

Mext "I'i—j mirs, |escalate to;
MNext ’W—ﬁ mins, |escalate to;
Mext ’w—ﬁ mirz, |escalate b
Mext ﬁ?_j ming, |escalate ta:

Mext |15 j mirs, |e&calatetn:

Mexst |15 ﬁ mins, |escalatet0:

Mext |15 ﬂ mins, |escalatet0:

Mext |15 j ming, | escalate to:

[ Append acknowledgement link to SMS sent to recipients
[v Append acknowledgement link to Email zent to recipients

Ll Led Led L]

Acknowledgement footnaote: |T0 ack or broadcast comment, pls reply {CODE} followed by comments.

[V DoMOT escalate message if message containg AN of the following keywords:

|return to niomnal, back to nomal, recovered. nomal

[¥ Motify everpone that has been contacted whenewver anyone makes an acknowledgement or makes a subsequent comment

[ Continue sending unsent Dispatch messages after receipt of acknowledgment

Other than acknowledging viaSMS, it isalso possible for an operator to acknowledge escal ation messagesusing
the AlertDispatcher GUI client as shown below. Please note that no acknowledgement confirmation will be sent

to recipients when escal ation messages are acknowledged viathe GUI client.
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.AIertDispatcher Enterprise ¥4.5.0.0.400 {Authorized User:testing license { ) - 1,1 5M54.

Instant Messaging (| M] Setup l Swstem Setup l Syztem Alertz/Emal Setup. l Receive 5M5 Setup. l SMTF Server Setup l HTTF Server Setup l
SNMF Trap Receiver Setup l Templates l Heli:.-'fF!’ag’lstfati'qn l

Service Meszanes ‘ Send SMSEmai l Addresshook l Users and Departments l Maodem Setup |
\él‘ \:E]‘W@ E&f \Q;E:/H “L? ‘ Delete all pending mes_sages| 1 from 1707, Today sent: 4. Taday ieceivad: 1 [v | Sford wraps Lirit: | 500 ﬁ

ﬂ W [Test=""alaitl®] Filter.,

{E’fe’ Acknowledge selected message.

Ty
{E:/“ Acknowledge all messages

Copy {Cerl-C)
N
\-'—’Jv’ Reply to selected messages

.0 Pesend Message

D'eleta'select.ed messages
Delete listed messages
&@ Delete all pending messages.

g Dielete all processed messages

Other than *Basic Escalation’, you can aso enable ‘ Emergency Mobilization' (only availablefor Enterprise
License) for Groups. Unlike Basic Escalation, Emergency Mobilization requires every recipient from the group
to acknowledge. They can do so by sending an acknowledge SM S or click on an acknowledgement link.
Recipientsthat fail to acknowledge can be reminded through a configurabl e escal ation process as shown below.
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Editing Group

— —

==

Mair ] Fecipients Escalation/Emergency Mobilization
[¥ Enable Ezcalation/Emergency Mobilization

(" Basic Ezcalation; If none of the recipients have acknowledged withir;

o Emergency Mobilization: |f there iz AW recipient that haz not acknowledged withing

Hext
Meut
Meut
Meut
Meut
Meut
Meut
Meut

Mext

Alternative contact header:

=
=
=
s
s
s
s
o
s
s

ming,
ming.
ming,
ming,
ming,
ming,
ming,
ming,
ming,

ming,

escalate o |resend to recipients that have pet to acknowledge

, ezcalate bo |send report to sender

escalate to |ring phone of recipients, that have pet to acknowledge, for B seconds

. excalate to |resend ta recipients that hawve pet to acknowledge

escalate to |send report ta sender

escalate to |ca|| phione of recipients that have pet to acknowledged

. excalate to |resend ta recipients that hawve pet to acknowledge

escalate to |resend to alternative contact of recipients that have pet to acknowledge

escalate to |send report ta sender

escalate to |resend ta recipients that hawve pet to acknowledge

[+ Append acknowledoement link to SMS zent o recipisnts
[v Append acknowledgement link ta Email sent to recipients

Lol Lo Lo fLef el Lo Lo fLed Led L]

Acknowledgement footnate; |Mandator_l,J: T ack ar comment, plz reply {CO0DE]} followed by any comments.

*JRGEMT: We'te unable to contact {Recipient amel[{RecipientPhonel]. Pls help fonsard thiz meg to {Recipient ame |

[+ Require zend confirmation for Emergency Mabilization messages received fram user via SMS or Email

[+ Fonward all comments made by recipients to the sender

Ok

Cancel

Copyright 2014 Click And Deploy (Pte. Ltd.)
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9). Configure Message Templates

Y ou can create and configure message templates using the * Templates' tab on AlertDispatcher Client.
Message templates are restricted to Users from aspecific department (main’ department by default).

If you create anew department, e.g. ‘I T’, and create atemplate that is restricted to this new department, users
assigned to only ‘main’ department will not be able to accessthistemplate.

Tip: If you want atemplate to be accessible by all users, simply restrict thetemplateto ‘main’ department. As
all usersare assigned to the default ‘main’ department, so M essage templatesassigned to ‘main’ are accessible
by all users.

. AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User) | = = = ‘
Service | Meszages | Send SMS/Email | Addreszzhook, | Users and Departments Modem Setup | System Setup |
System Alerts/Email Setup | Feceive SM5 Setup | SMTP Server Setup | HTTF Server Setup | SMMP Trap Receiver Setup Templates | Help/Registration |
G|G|@
Name Enabled | Text Remarks Department |Created By |Created Timesta|Last Edited By |LastEdited Time|

Fire Diill Enabled is s an emel E strato 20121015 13:46:51 adminiztrator 20121015 13:46:51

Editing Template M

[¥ Enable Templete

Mame:  |Fire Drill

Text:  |Dear %1, this is an emergency firedrill, please evacuate the building immediately. -

F 3

Characters: 82

Remarks: 3

Restrict ta Users from Department: | b ain ;I

Created by ‘adminiztrator’ at 2012.10.1513:46:51
Last edited by ‘administrator’ at 20121015 13:46:51

No working modem found. Refer {0 [ Unknown A

Templates are accessible from both the * Send SMSEmail’ tab and the web portal.
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., AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User];: -

Copyright 2014 Click And Deploy (Pte. Ltd.)
E S =] S

System Alertz/Email Setup | Feceive SMS Setup | SMTP Server Setup | HTTP Server Setup | SHMP Trap Receiver Setupl Templates | Help/Registiation |
Service | Meszages Send SMS/Emal | Addresshook | Users and Departments | Modem Setup | System Setup |
Fiecipients:
|1 23456729 45673921 J

Subject [Required for e-mail): I

Send |
=N

— Im [ Send amessage at — Wodem port: Department;_|biai —=| | CustomFioldl—=] Irsert
J15n0zmz ] | rasem = Jaue -]
Select Terfplate: Uk Template
Meszage Body (Required): —
testing ——
Characters: 7
No working modem found. Refer to Modem Setup for error message. [ Unknown A
emp— T
m @ nhttpy/localhost/ D-2CX " & AlertDispatcher - Test ... X - k]

¢AL“Rm's’?ﬂgﬂef-mAlertDispatcher - Test

User Alert System

User: administrator Logout

[]| Add Recipien| | Update Recipients

2012-10-15 13:58:12 Custom Field1

[~ Insert

|~ I Use Templalel [ Update Templates ]

Send SMS/Email
Recipients:
Subject (for email): Select Recipient
Select Template: | Fire Drill
Message Body:
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10). Configure Receive SMS Setup (Forward to Addressbook / Forward to Email
| Execute SQL / Send HTTP GET request / Execute DOS Command)

AlertDispatcher allowsyou to forward to addressbook, forward SM S received to Email, execute an SQL
command, send an HTTP GET request and execute aDOS Command on receiving an SMS. Y ou can
enabl e/disable each feature individually.

a). Forward to Addressbook

Enabling ‘ Forward to Addressbook’ feature allows users and addressbook recipientsto forward/broadcast their
SM Sto addressbook recipients and groups. Y ou have the option to restrict this feature to users only.

7. AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User) = | El Y
Service Meszages l Send SMS/Email l Addressbook, ] Users and Departments ] Modem Setup ] System Setup ]
System Alerts/Email Setup Receive SMS Setup SMTP Server Setup l HTTP Server Setup l SMMP Trap Receiver Setupl Templates l Help/Registration l
[V Enable Receive SMS
Forward to Addressbook. | Farward ta Emai ] Execute SOL I Execute HTTP GET ] Execute DOS Command ] Alert Users [Buzzer/B alloon) ]
[¥ Enable fonward to Addressback [Restricted to Users and Addressbook R ecipients)
Fonward received messages with the keyward  |send to Addressbook recipient/group that follows the keyword
[use comma delimiter if more than one recipient)
Example:
User Admit sends to Server:
"zend operations, sales. technical All staff to report to waork. in 1 hour's time"*
Server send to Operations, 5 ales, Technical :
Al staff to report to work. in 1 hour's time
Fr: Adrnin [96612345) at 2001 2-01-20 16:20:11"
™ Restrict function to Usars only
¥ Append original sender to fonwarded message
Server running 24(Average)

Note: Using the ‘ Restrict to Usersfrom Department’ setting under Edit Recipient/Group, you can further restrict
usersfrom only aspecific department to have theright to send to aparticular group or recipient.
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' Editing Recipient S— - ﬁ ]

tain lEustom Fields] Schedule] Escalation]

Mame: |Mar_l,J.The

Type: |Send ShS only j

Phone:  |556733352

Email: |

Alternative Phone/Emallz): | J
[For Emergency Mobilization[RSYP))

Group Level Priority lm

[within the group itself]:

| Restrict to Users from Department; |Main j I

Birth D ate: dod -

Description: |

[ Unsubscribed [Fecipient will not receive SMS)
[Mote: Recipient can unzubzcribe by sending UNSUB to SMMSDizpatcher)

Cancel

b). Forward to Email

Y ou need to configure Alerts’/Email Setup before you can enable ‘ Forward to Email’ feature (see the section
‘Configure Systemand Alerts Setup’). Ensurethat the SMTP configuration you useisworking using the Test
Alert Email button; otherwise thisfeature will not work. The status of thetest Alert Email will be displayed in
the Messagestab.
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m—re x|

Service l Messages l Send SMS/Email l Addresshook. l Users and Departments l Modem Setup l Systemn Setup l

*. AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User)

Syztem Alertz/Email Setup Receive SMS Setup l SMTP Server Setup l HTTF Server Setup l SHMP Trap Receiver Setupl Templates l Help/Registration l
[¥ Enable Receive SMS

Forward to Addressbook  Forward to Email ] E=ecute SHL ] Execute HTTP GET | Execute DOS Command ] Alert Users [Buzzer/Balloon) ]

[V Enable forward to Email First Search Phonebook for:
[¥ Phonebook Recipient/Group that matches the SMS Keyward within first ’4_j words of received SMS
[Email Address must be configured for that recipient or group)
If no match is found or Phonebook search iz not enabled, then:
[ Fonward to the Emailto-SM5 sender that contacted the sender of the received SMS in the last 2 days

If still na match found, or the above search options are not enabled, then fonward to;

[¥ Admin Email Address

E-mail address 1: |admin@clickndepl0}l.con‘]

E-mail address 2: |

E-mail address 3: |

E-mail address 4: |

Apply zettings

Server running 24(Average)

AlertDispatcher will first search the Addressbook for namesthat match akeyword inthefirst X (default four)
words of thereceived SMS.

For example, if the SMS messageis“Tom, please come here” , acopy of the SMSwill beforwarded to his
Email address as defined in the Addressbook (see below screen capture). AlertDispatcher isintelligent enough
to detect ‘tom’” within the first few words of the SMS.

Notethat if you include the surnamein the recipient name, e.g. ‘tomsawyer’, the keyword will be ‘tom sawyer’,
e.g. “Tomsawyer, please come here”.
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Adding Recipient -

Main lCustom Fieldsl Schedule] Escalationl

Name: |t0m

Type: | Send both 5MS / Email -

Phone:  |123456789

Email |tom@clickndeplo}l.con‘]

Birth D ate: Hod hd
Dezcription: |
Priciity: 2 -

[ Unsubscribed (Recipient will not receive SMS)
[Mote: Recipient can unsubscrbe by sending UMSUB to SMSDispatcher]

Ok | Cancel |

If no match isfound within the Addressbook, AlertDispatcher will then search the Message log for Email-to-
SM S usersthat have contacted the sender of the received SMSwithin the last 2 days. By comparing the
contents of SM S sent and received, particularly names addressed in the messages, AlertDispatcher will forward
the SM S received to the Email-to-SM S user who isthe most likely intended recipient for the SMSreply. If a
good match cannot be determined, AlertDispatcher will forward the SMSto all Email-to-SM S users that had
contacted the sender within thelast 2 days.

Last, if no matches are found, AlertDispatcher will (only then) forward the SMSto the Admin Email Address—
as configured under Alerts’/Email Setup and up to 4 unique Email addresses.

c). Execute SQL

AlertDispatcher also allows you to execute an SQL query based on the SM Sreceived by the modem.
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. AlertDispatcher Enterprise v3.1.0.0 {Authorized User: Test User) l == &]
Service l Messages l Send SMS/Email l Addressbook, l Uszers and Departments l Modem Setup l System Setup l
System Alerts/Email Setup Receive SMS Setup l SMTP Server Setup l HT TP Server Setup l SNMP Trap Receiver Setupl Templates l Help/Flegistration l

[¥ Enable Recsive SMS
Fonward to Addressbook] Forward to Email - Execute SOL l Execute HTTP GET | Execute DOS Eommand] Alert Users [Buzzen’BaIIoon]]

S0GL Template:

INSERT INTO INCOMINGLOG ([Mumber][Kepword] [Meszage] [MessagePart1],
[Datetime].[Fecipient]] VaLUES
[INFAKEYWORDY MY M 1F {TIMESTAMPY, INAME )

™ SMS SOL result back to sender

Protocaol: | ado j

Database: |AF'|S\F| eceive to DBMest.mdb

SAL Data column delimiter: |{SF'AEE}
Server |1 27.001

SOL Data row delimiter: |{EarriageHetum}{LineFeed}

Part: |U ﬁ
e | S0L test data [SMS text):
Test SOL Message.
Pazzword: |
Connection properties: timeout=10 SOL test recipient [SMS phone number]: |
Apply settings
Server running 24{Average)
e —

Thefollowing examplewill execute thefollowing SQL statement against the M SSQL Server mypc/sglexpress.

INSERT INTOINCOMINGLOG ([Number],[K eyword] ,[Message],[M essagePart1] [ Datetime] [ Recipient])
VALUES({N}'{KEYWORD}'{M}'{M1}"{TIMESTAMP} ' {NAME}")

{N} representsthe mobile number of the sender.

{KEYWORDY} representsthefirst section of the SMSmessage delimited by thefirst instance of the SQL data
delimiter which is{SPACE} by default. You can also use asterisk (please usethe original * symbol inthe
setting), hex or any other symbol.

{M} representsthe entire SMSmessage including the keyword.

{M1} representsthe second section of the SMSmessage after thefirst delimiter and before the second delimiter.
{NAME} representsthe Addressbook entry of the sender.

For example, if the SMS messageis“ How areyou?” by “Tom” from his mobile phone number

“+44123456789", thefollowing SQL query will be executed by AlertDispatcher:

INSERT INTOINCOMINGL OG ([Number],[Keyword],[ Message] ,| M essagePart1] [ Datetime] ,[ Reci pient])
VALUES('+44123456789', 'How' , ‘How areyou', 'are’, '2010-01-01 00:00:01', ' Tom’ )

If the SQL execution returns aresult asisthe case of a SELECT statement, you can send the result back to
sender by enabling “ SM S SQL result back to sender”.
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d). Send HTTP GET request

AlertDispatcher also alowsyouto send an HTTP GET requests based on the SM Sreceived by the modem.

. AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User) =aRan X
Service Meszages l Send SMS/Email l Addressbook l Uszers and Departments l Modem Setup l System Setup l
System Alertz/Email Setup Receive SMS Setup l SMTP Server Setup l HTTF Server Setup l SMMP Trap Receiver Setupl Templates l Help/Registration l

[¥ Enable Receive SMS

Forward to Addressbock | Forward to Email] Execute SOL  Ewxecute HTTR GET l Execute DOS Eommand] Alert Users [Buzzen’BaIIoon]]

URL: |http:.-".-"Ioc:alhost.-"sendsms?N ={KEWORD M ={M 2 0dFromZ3aiM HiNAME ]

[¥ SMS HTTP GET result back to sender D ata delimiter; |{5PﬂCE}

HTTP GET test data [SM5 text):
Test HTTP Message.

HTTP GET test recipient [SMS phane number]:|

Apply zettings

Server running 24(Average)

Thefollowing examplewill issuethefollowing HTTP GET request, which will forward SMSreceived by
AlertDispatcher back to the built-in HTTP Server (SMSloop back). The KEY WORD of the SMSreceived
would bethe assigned recipient.

SMSMessage: 9123456789 test sms
From Phone Number: 812345678

URL setting: http://local host/sendsms?N={ KEYWORD}& M={M}%0dFrom%3a{ N} ({NAME})

Where,

{N} representsthe mobile number of the sender.

{KEYWORD} representsthefirst section of the SMSmessage delimited by the fir st instance of the SQL data
delimiter which is{SPACE} by default. You can also use asterisk (please usetheoriginal * symbol inthe
setting), hex or any other symbol.

{M} represents the entire SMS message including the keyword.

{M1} representsthe second section of the SMISmessage after thefirst delimiter and before the second delimiter.

Hence,
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{KEYWORD} = 912345678
{M} = 912345678 test sms
{M1} = test

{N} = 812345678

{NAME} = tom

Actual HTTP GET Request:
http: //l ocal host/sendsms?N=912345678& M= 912345678%20test%20sms%0dFrom%3a812345678(tom)

If successful, it will send the message “ 912345678 test sms From:812345678(tom)” to “912345678".

If ‘SVUISHTTP GET result back to sender’ isenabled, the HT TP response would be sent back to the sender.

e). Execute DOS Command

AlertDispatcher also alowsyou to execute aDOS Command and return the result back to the sender. Thegiven
example executesruncmd.bat provided intheinstallation.

= AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User) SRS X
Service Messages l Send SMS/Email l Addressbook l Users and Departments l Modem Setup l System Setup l
Syztem Alerts/Email Setup Recsive SMS Setup l SMTP Server Setup ] HTTF Server Setup ] SHMP Trap Receiver Setup] Templates ] Help/Registration ]

[¥ Enable Receive SMS

Forward to Addressbook ] Forward to Email ] E=ecute SOL ] Execute HTTP GET  Ewecute DOS Command l Alert Uszers [Buzzer/Balloon] ]

[V Enable execute DOS Command

[ SMS DOS Command result back to sender

DOS Cammand: [*{ProgramPath}4Pls\FunCMD yuncmd bat” (N} KETWORD) (M1} (M2} M3}

[DOS Command test data [SMS text):

DOS Command test recipient [SMS phone number]: |

Apply settings

Server running 24{Average)

Pleaserefer to Appendix C — FAQ and Tips.

If you are still facing problems, send a detailed description of theissue you arefacing along with thelog files
located in C:\Program Files\AlertDispatcher\L og to your vendor.

You may also refer to Appendix B - Troubleshooting Checklist.

56



AlertDispatcher Quick Start Guide Copyright 2014 Click And Deploy (Pte. Ltd.)

11). Configure Reports

If you're using the Corporate License (or higher), you can configure AlertDispatcher to send
daily/monthly/yearly reportscontaining usagestatistics viaSMS or Email. A message export can be optionally
attached to Email reports. From v4.5, usage reports will be breakdown by users, by departments (of users) and
by modem (for SMYS).

. AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User) == ﬁ
System Alerts/Email Setup l Receive 5MS Setup l SMTP Server Setup l HTTP Server Setup l SNMP Trap Receiver Setupl Templates Help/Registration l
Service l Meszages l Send S5 /Email l Addrezsbook l Uszers and Departments l Modem Setup System Setup ‘

General | Modems | Outgoing Message Fiter FRepoiting ]

[+ Enable Email/SHS Reparting

E-mail Report Recipients: |Eompany, Gopal Singh

SMS Report Recipients: |Mary.The

[v ittach meszage export to Emal Report Test Reports

Repart Duratior
[+ Send daily reports
[+ Send monthly reports

[¥ Send pearly reports

Apply settings

Server running 25(Average)
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Here' san example of an Email report.

Copyright 2014 Click And Deploy (Pte. Ltd.)

=k Subject:
From:
Reply-To:
Date:

AlertDispatcher@ismsgateway.com

To:

7/5/2011 12:00 AM

[COMPAQSERVER] Daily Report generated for 07 04, 2011, Period: 2011-07-04 00:00:00 to 2011-07-04 23:59:59
AlertDispatcher <AlertDispatcher@ismsgateway.com =

[CCMPAQSERVER] Daily Report generated for July 4, 2011,

SMS Statist
1). Number
2). ACTUAL
3). Humber
4) . Humber

Email Stati

ics

of SMS
number
of 5M3
of SM3

=tics

successfully sent: 5

of SMS successfully sent: 5
that failed to =end: 37
received: 4

1). Humber of Emails successfully sent: 1
2). Humber of Emails that failed to send: 0

Please refer to C5V attachment for the 5M5 log.

Note: For item 1 of SM5 Statistics,

Period:

2011-07-04 00:00:00 to 2011-07-04 23:59:59

a long or concatenated S5MS i=s treated as one SMS5.

Sent from AlertDispatcher wl1.5.0.0 - Licensed User:UNLICENSED - TESTING USE ONLY

report_2011_07..4_23_59 59.zip
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3. License Key Registration

Onceyou have successfully setup and configured your AlertDispatcher installation, the softwarewill work fully
for 60 days until you registered the software.

To register, run AlertDispatcher Client, and click on the * Register Software’ button on the splash screen.

Coppright 2009 Clck Aad Duplay (P1e. i | andies Bessers. |E Hegister Saftware: I

AN rights reserviad . SKESDH pancier, SRS DHpatha g arad Ol Ard [eplosy are
dirnaiis o feg d af Tlach &ad Dephay (F1E el ]. Ot marks s
T BrogrTies of tha raspeTee

CEETE 20

Y ou will seethefollowing screen with Option 1 and Option 2. |f you have purchased apaid license, please
click *Register asPaid User’.

If you do not have accessto I nternet connection, you may register viaSM S by ticking the checkbox “ Register
viaSMS. Pleaseregister vialnternet if SM Sregistration does not work.

s . ——-: m—- = ]
.. Register Software ln ﬂu
il i i — e — -
Option 1

Click on thiz buttan to register or upgrade your license.

Register az Paid Uzer via [nternet Reguirement; Software activation code [you can either find it in pour
CDROM package or obtain it from your wendar. ]

Activation Code:

Organization M ame: Activate via SMS

|
|
Contact Person: I
Contact Perzon Email; I

—Optian

Click. on thiz button to corvert pour licensze to Free Usger.

arning: [f your evaluation has not expired, pleasze do HOT convert

Register as Free User ta Free User az AP support is not available for Free User and a
tagline will be appended to SMS zent. Howewer, Import and Expart
from C5% which is disabled for evaluation user will be available to
Free User.
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If you select Internet registration, the following websitewill load. Enter your license Activation key. Thiscan
be found within your CDROM box or maybe sent to you by Email after you have made your purchase. 1f you
do not have thiskey, please contact your software vendor. The software key will be sent to you by Email.
Please check your spam folder if you cannot find your activation Email.

The software key is unique to your machine; please do not register on multiple machinesusingasingle
activation key asthiswill be abreach of license contract and you would risk voiding your license.

I =
E') Dinlirys Resgistration - Mozills Firefoun

Fla Bt Wew  Hstory  Pookmarks  Took  Help

* E il | M httre) Ferirw . dicrdaploy. comikevgen/regiter. php hardwareid s 707 ARSCF-FOPCBverson= 1F |-—'|
& Most visted Gathng Started Latest Haacdlnes Frag Hotmal Suggasted Skes ‘weh Sice Galary
T online Regestration | i

shsSDispatcher Online Registratign

Flzase enter the Activabon Code which you recerved after you made
your purchase
If you hawe presmoushy regstered, but lost pour actwvaton code, you can
request for your actvvation code by e-mal - cheke here

Important note: Your software 15 beensed on a per metaflahon basis
you must use a Urnque Actvabion Code for sach mstallahon pou wash to
regster. If you are planning to register a second metallahon for
development or testng purp-ose, please contact your vendor to obtam &
Developer License achwation code

Actvrabon key |

Submi ke | Fesat

If do not wish to purchase alicense, you may register as Free User (Option 2) after the evaluation hasexpired.
Notethat Free User islimited in terms of features.

Warning: If your evaluation has not expired, please do NOT convert to Free User as API support isnot

availablefor Free User and ataglinewill be appended to SVISsent. However, Import and Export from CSV
whichisdisabled for evaluation user will be availableto Free User.

After you have applied theregistration key, pleaserestart AlertDispatcher Client and Server to confirm that your
software has been registered.
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*, AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User) — - l [ e S
System Alerts/Email Setup l Receive SM5 Setup l SMTP Server Setup l HTTFP Server Setup l SNMP Trap Receiver Setupl Templatez l Help/Fegistration l
Service l Meszages l Send SMS/Email l Addressbook, l Users and Departments l Modem Setup l Systemn Setup l
Server Status: @ | Stop | Restart | Modem Signal 5trength:
Server running - ELE [lllllll l ¢ D'sfggggﬁﬂcmme
w Open Log Falder Log lines to display: {100 ﬁ

User. |Administrator Pasaward; | [+ Savepazsword  Remate Server Host |12?.D.D.1 Part: |5555 ﬁ Save/Connect
FC'_E. 10.12 12:24:25:394 [!] Failed toc send Email. Error: Comnection error. Socket Error # 10060 Connection timed out.. Flease check vour SMIF Server setup under Alerts/Ez
2012 10. 12 12:23:05:113 AlertDispatcher Service Started! Modems initialized successfully — COM12
20 2 12:23 32 Engine initialized. [Build:291]

12:23
12:23
12:23
12:23
12:23

Vendor kNDeploy
HardwareID:A73EBBTC-BEE1
Authorized User:Test User

AlertDispatcher Call Center Version:3. 1.
MaxEmergencrRecipients:0

[ERE I RN E R R CI TR TR TR T T X

12:23 MaxModemNum
12:23 sVendorEmai
12:23 sVendor :ClickNDeplor
12:23 sRegisteredName:Test User
Engine finalized. [Build:291]
[!] Failed to send Email. Error: Connection error. Comnection Closed Gracefully.. Please check your SMTP Server setup under Alerts/Email Setup Tab

< | [0 +

Server running 24{Average)

Congratulations, you have successfully installed and registered your AlertDispatcher software. Pleaserefer to
Appendix C - FAQand Tips.

If you are till facing problems, send adetailed description of theissue you are facing along with thelog files
located in C:\Program Files\AlertDispatcher\Log to your vendor.

Y ou may also refer to Appendix B - Troubleshooting Checklist.
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4. Interfacing with AlertDispatcher using SMTP/HTTP/DOS

1). Using AlertDispatcher built-in SMTP Server to send Alerts (Email-to-
SMS/Email)

AlertDispatcher has abuilt-in SMTP Server that listensto port 25 (default). Thebuilt-in SMTP Server allows
AlertDispatcher to be used as an Email-to-SM S/Email gateway. Y ou can configure M S Exchange or L otus
Notesto forward Emails to AlertDispatcher which will deliver them as SMS and/or Email using configurable
rules.

Note: Thissettingisdifferent fromthe *SVMTP Server’ setting found under * AlertsEmail Setup’ tab — which
alows AlertDispatcher to relay Email (as an Email client) to network based SMTP Servers.

The SMTPinterfaceisrequired for some of the APIs such asthe SQL Server stored procedure. ASSMTPisa
common protocol, the SMTP interface allowsyou to send Alerts (SMSEmail) from any programming language
or software that can send out Email.

Refer to ‘Configure SMTP Server Setup’ for moreinformation.

2). Sending Alerts (SMS/Email) by executing an SQL Stored Procedure (MSSQL)

Y ou can find an example stored procedure ‘sp. SQLSMTPMail’ found in C:\Program
Files\AlertDispatcher\A PIS\SQL Server\SP_SQL SMTPMail.txt to send Emails from Microsoft SQL Server.
Thisstored procedure sends out an Email using CDOSY S dil which must be directed to the machine running
AlertDispatcher with the built-in SMTP Server enabled.

To usethisstored procedure, first, enabled Ole Automation Proceduresusing:

sp_configure ' show advanced options', 1;

GO

RECONFI GURE;

co)

sp_configure 'd e Autonmati on Procedures', 1,
co)

RECONFI GURE;

co)
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_‘_,: Microsoft SQL Server Management Studio == ﬂ

File Edit Wiew Query Debug Tools Window Community Help

Amewquery | [ |3 |5 A S H‘—'

49 0 | vesvoe | Veate b B v 38 E(HE] 0% GBEENIE 2 (EEA
SQLQuerylsql - .\....)*r Object Explorer Details ] - X
Connect~ |20 39 m T b sp_configure 'show advanced options®, 1; =

=
B [ JOSHUAPC\SQLEXPRESS (5(
1 Databases

GO
RECONFIGURE;

3 Security GO
L3 Server Objects sp_configure 'Ole Automation Procedures', 1;
3 Replication GO ||
3 Management RECONFIGURE;
GO
=
J I _>l_I
_Lj Messages |

Configuration cption 'show advenced cpticns' changed from L to 1. Run the RECONFIGURE statement to install. =]
Configuration option 'Ole Rutomation Procedures' changed from 1 to 1. Run the RECONFIGURE statement to install.

4 o

« | 1] | @ query executed successfully. | 305HUAPC\SQLEXPRESS (10,0 5PT) | J0SHUAPCoshua (53) | VGSMDE | 00:00:00 | 0 rows
Cutput -7 X
Ready Ln9 Col 1 Ch1i INS

Next, createthe SQL stored proceduresp_SQL SMTPMail on your SQL Server by executing the script within
C:\Program Files\AlertDispatcher\APIS\SQL Server\SP_SQL SMTPMail..txt

Since SP_SQLSMTPMail will send Email to AlertDispatcher's SMTP server, your SQL Server must have
network connectivity to AlertDispatcher server, and if there'safirewall running, please ensure that port 25is
opened.

Finaly, thefollowing example shows how you can use sp SQLSMTPMail to send Alerts:

exec sp_SQLSMIPMai | ' +44123456789@lonmai n. com ,
@cFrom="snsgat eway @omnai n. coni

@cSubject = 'Place Alert Message here',
@cSMIPServer = | ocal host

Note: Replace 'localhost' with AlertDispatcher | P address or computer name. Inthe above example, the Alert
with the message 'Place Alert Message here' will be delivered to +44123456789. Y ou can aso send to groups
created on AlertDispatcher, e.g. execsp_SQLSMTPMail 'groupname@domain.com’. Thisway, both
SMS/Email can be sent at the sametime - as per configuration for 'groupname’ in the Addressbook.

3). Sending Alerts (SMS/Email) using HTTP or from a web browser

Besidesthe SMTP Server, AlertDispatcher aso comeswith abuilt-in HTTP or Web Server which you can use
to send out Alerts fromaHTTP client or your web browser. A web formisalso provided for end users. The
HTTP Server is set to listen to port 80 by default. 1f you have another HTTP Server using port 80, you will need
to amend thisto another port, e.g. port 81 by configuring HTTP Server Setup.
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To check whether the HTTP Server isrunning, go to http://localhost/ using your web browser. Y ou will seethe
following login page on successful connection. 'Y ou may access this URL from aremote PC and download
AlertDispatcher Client using the * Click hereto download AlertDispatcher Client’ link. No installationis
requiredto run AlertDispatcher Client.

)

a )| & nitp://localhost/doLogout £ - 26 X || @ AlertDispatcher - Test ... g 1

¢ ALEATDispatcher

pediting your workforce

User Name:

Login as SYSADMIN (Manage Server)

Password:

¥ Save password Login

Click here to download AlertDispatcher Client

Y ou can check the status of the AlertDispatcher and the modem by goingto http://localhost/checkserver

If everythingworks, AlertDispatcher will return “ AlertDispatcher - Running”.

] - o o — e e — — o
@U 4 |§, http://localhost/checkserver Mz "?| b4 | | Bing p -
¥
% K% Windows Live Bing a - What's New Profile  Mail Photos Sign in

7z Favorites 3% @] Suggested Sites ¥

3

I'_@hﬁp:f;’locaIhos’rfcheckserver | bBi~B -2 & ~ Page ¥ Safety * Tools *

-

AlertDispatcher — Running

Done € Local intranet | Protected Mode: Off v | ®113% |-

If thereare critical errors such aswhen all modems are down, AlertDispatcher will return ‘Error:” followed by
the error message. Here are some examples:


http://localhost/
http://localhost/checkserver

AlertDispatcher Quick Start Guide Copyright 2014 Click And Deploy (Pte

e

e h el
m‘ & http://localhost/checkserver || X IE Bing P~

r - >
i x &Y Windows Live Bing B - © What'sNew Profle Mail Photos ‘ Sign in

7 Favorites 5 €] Suggested Sites ¥

3

J@http;mocamost/checksemer oo~ v [ o v Page~ Safety ¥ Tools ¥

AlertDispatcher — Error: No working modem detected

Done € Local intranet | Protected Mode: Off 4B v ®113% -

T -

—— 2| B ||

m@ http://192.168.0.20/checkser O ~ B & X !@ 192.168.0.20 < il Pk

B

AlertDispatcher - Error: Database error: Database checking error

. Ltd.)
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— & . $ - - u_‘ﬂ: =
e'i'\(:”@ http://localhost/sendstatus?id=" 0 -~ B ¢ X || 2197 @ |ocalh.. % | (@ localhost 5 90 o8

=

AlertDispatcher - Error: AlertDispatcher down

For non-critical errors, AlertDispatcher will return “Warning:” followed by the error message.

In thefollowing example, the modem connected to COM5 haserrors, however there are other working modems
connected to the server.

< |l fse i3

P P -
el\_ -J,J| @ http//192.168.0.10/checkser 0 ~ B & X HI & 192.168.0.10

i

AlertDispatcher - Warning: Problem with modem(s) connected to COMS
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To send an Alert, append command ‘ sendsms’ followed by the N parameter (the Mobile number, Email address,
or the Addressbook user/group name - use comma separator if thereis more than oneitem), the M parameter
(message text), and the optional P parameter (message priority), D parameter (scheduled date timeto send),
MODEMPORT parameter, USERNAME and PASSWORD parameters. Only N and M parametersare
compulsory, therest are optional (of course other than username and password, if required).

e.g. http://1 ocal host/sendsns?N=+6590169696&W-Hel | o Wor | d&P=4&D=2010- 12- 01
20: 00: 00&MODEMPORT=4

Theformat for parameter D is. YYYY- MM DD HH: MMt SS

P rangesfrom 1 (lowest priority) to 4 (highest priority). Defaultis2.

MODEMPORT refersto the COM port of the modem you intend to use. Thisisoptional. If you do not
specify this parameter, the server will use each avail able modem in arotating round robin manner.

Theabove URL GET will send“Hello World” to +6590169696 on the 1% December 2010 at 20:00:00 hrs using
the modem connected to COM 4.

On success, theweb server will return: SMS888|1D: 1661540085|Messagequeued successfully-AlertDispatcher

é http://localhost/sendsms?N=+6590169696&M=Hello World&P=4&D=2010-12-01 20:00:00&MODEMPORT=4 - Windows Internet Explorer

@ bt ™ |£ http:/flocalhost/sendsms?N=+6590163696&M=Hello World&P=4&D=2010-12-01 20:00:00&MODEMPORT=4

£9 Windows Live Bing B - What's Mew Profile Mail Photos Calendar MSN  Share ] » a
3¢ Favorites 9% @] Suggested Sites v

é http:/flocalhost/sendsms?N=+659016969...

SMS888|ID: 0107176370 | Message queued successfully-AlertDispatcher

‘*SMS888’ indicates send success.
Other return codes:

SMS007|DestinationMissing-AlertDispatcher
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SM S014|Content Missing-AlertDispatcher

SM S008JA ccess Denied-AlertDispatcher

SMS015|V ariable Error Message* -AlertDispatcher

* For exampl e, the following would mean the AlertDispatcher isdown or not started.

SM S015|Can't connect to 127.0.0.1:5556-Al ertDispatcher

1661540085’ isatracking message | D which you can use to enquire the send status using the command
‘sendstatus'.

eg. http://1 ocal host/ sendst at us?i d=1661540085

Theweb server returns: | D: 1661540085| STATUS: 4| ERROR: | SENTTI ME: 2011- 04- 21 01: 23: 56

If thetracking ID is not found, which could happen if the message has been deleted, the web server returns:
| D: 1661540085| STATUS: 0] ERROR: Message not found

STATUS refersto the send status — 4 indicates the message has been successfully sent out (seelist below for the
status code definition).
ERROR refersto the error messageif available.

SENTTIME refersto the sent out timestamp intheformat YYYY- Mt DD HH: MMt SS.

(& = [
@'\_J v |é, http:/flocalhost/sendstatus?id=0107176370 - | b |‘f| X | | Bing o ~|
£7 Windows Live Bing B - What's Mew Profile  Mail Photos Calendar " ‘ Sign in
7 Favorites 95 €] Suggested Sites v
| @ http:/flocalhost/sendstatus?id=01071763... | fi ~ B v~ = ® v Pagev Safety~ Tools~ -

ID: 0107176370 | STATUS : 6| ERROR: Expired |SENTTIME:2011-07-22 17:53:48

Done €L Local intranet | Protected Mode: Off & v ®113% -

68



AlertDispatcher Quick Start Guide
MESSAGE STATUS CODE DEFINITION

Unknown
[Out]WaitingForSend'
[Out] Sending
[Out]ReSending

[Out] Sent

Aborted

[Out]Error

[Out]Waiting

[Out] PendingAcknowledge
[Out]Acknowledged
[Out]Escalated

[Out] AcknowledgeTimeout

Copyright 2014 Click And Deploy (Pte. Ltd.)

Note: If you havefilled up the settingsfor username and password under HTTP Server Setup, you must usethe
USERNAME and PASSWORD parameter for all requestssent tothe HTTP Server.

Y ou may login to the web portal via http://localhost to send messages. Theuser ‘administrator’ (password:
‘administrator’) is created by default.

.

ttp://localhost,

- BC X ” @ AlertDispatcher - Test ...

4

User Name:

T = O

Oispatcher

Expediting your workforce

| Login as SYSADMIN (Manage Server)

Password:

/| Save password

Login |

Click here to download AlertDispatcher Client

Y ou may manage usersusing the ‘ Users and Departments' tab on AlertDispatcher Client.
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. AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User) = | = =
System Alerts/Email Setup l Feceive SMS Setup l SMTP Server Setup l HTTP Server Setup l SHMP Trap Receiver Setupl Templates l Help/Registration l
Service l Meszages l Send SMS/Email l Addressbook Users and Departments Modem Setup l System Setup l
b4 oo | me | oo
dis o> | &t | B s3/a8|5 =)=
i E-80 Main
2 adririztrator Administrator |
Adding User =
Main l Departments]
[¥ Enable User
M ame: |
Diizplay Mame: |
Password: |
Confirm Pazsword: |
Type: |Administrator j Manage User Types
Administrator has full rights. -
Mobile Phone: |
Email Address: |
Monthly mezzage limit: 1] ﬁ | Discard messages in excess of limit
MNo working modem found. Refe| Unknown

4). Sending Messages/Query Status from Windows Command Line or Batch File

Y ou can aso send Alerts (SMS/Email) from command line using C:\Program
Files\AlertDispatcher\A PIs\CommandLine\AlertDispatcherConsole.exe to alocal or remote AlertDispatcher
Server.

e.g. AlertD spatcherConsol e. exe Send
HOST=I ocal host ; N=+441234567890123, +441223444444123; M" hi, how are
you?”; P=4; D="2010-12- 31 23:59: 59"

Where HOST parameter isthe AlertDispatcher Server | P address or hostname (default to localhost), N
parameter isalist of recipient(s) delimited by commas, M parameter isthe SMS message, S parameter isthe
subject (for Email), optional P parameter isthe priority which rangesfrom 1 (lowest priority) to 4 (highest
priority), optiona D parameter (schedul ed date timeto send), and optional MODEM PORT parameter (0 =
Auto).

‘SVISB88’ indicates send success. ‘6332834583 isatracking message I D which you can use to enquire the send
status using the command ‘ sendstatus'.
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=n |_DIE||—‘-;L‘.

D:“Program Files (xB63“SMSDispatcher“APlz“CommandLine>AlertDispatcherConzole.exe
Send HOST=localhost;N=+44123456789A123, +441223444444123;M=" hi, how are you?” ;
P-4;D=" 2018-12-31 23:59:597

<— 0k
GMS8881ID:6332834583 IMessage queued successfully—-AlertDispatcher

D:“Program Files ¢(xB63~5MSDispatcher~APIz“CommandLine>

AlertDispatcherConsole also allowsyou to define afailover/alternate AlertDispatcher Server if the primary
HOST isdown and can also send an alert to arecipient defined by you when afailover or recovery (of primary
host) occurs.

e.g. Al ertDi spat cher Consol e. exe Send

HOST=Il ocal host ; FAIl LOVERHOST=192. 168. 0. 10; ALERTRECI Pl ENT=sysadm n; N=+4412345
67890123; M="hi, how are you?”

Where FAILOVERHOST parameter isoptional and isthe failover/alternate AlertDispatcher Server |Paddress
or hostname, and ALERTRECIPIENT parameter isalist of recipient(s) delimited by commas for aerts sent
when afailover or recovery (of primary host) occurs.

Y ou can aso query the status of messages sent.

e.g. Al ertDi spatcherConsol e. exe Sendst at us HOST=I| ocal host ; | D=6332834583
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4

- L= | B e

D:“Program Files <xB6>~SMSDispatcher-AFIs“CommandLine*fAlertDispatcherConsole.exe
Send HOST=localhost;N=+441234567890123, +441223444444123;M="" hi, how are wou?” ;
P=4;D="" 201@8-12-31 23:59:59"

{— 0k
SHSBEBBIID:-63328345%83 IMessage gueued successfully—AlertDispatcher

D:“Program Files (xB86>“SMSDispatcher“APIls“CommandLine*AlertDiszpatcherConsole.exe
Sendstatus HOST=localhost;ID=6332834583

——>» GetMessageStatus 6332834583

£— ID:6332834583 ISTATUS 1 I ERROR: ISENTTIME:A1AA-A1-A1 AA:A0:08
SMEA15IID:6332834583 ISTATUS 1 iERROR: ISENTTIME: A1A8-A1-A1 AA:80:80-AlertDispatche
-

D:*Program Files <xB6>“SMSDizpatcher APIz“CommandLine?>

Y ou can also check the status of AlertDispatcher Server.

e.g. Al ert Di spat cher Consol e. exe CheckSer ver HOST=I ocal host

[

D:“Program Files (x86>>8MSDispatcher~AFIs~CommandLine*AlertDizpatcherConzole.exe
Check8erver HOET=localhost

——2» Check

<{— AlertDispatcher — Error: Mo working modem detected

AlertDispatcher — Error: Mo working modem detected

D:“Program Files (xB86>“8MSDispatcher“AFPIs“CommandLine>

- e N
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Full Syntax:

D:“Frogram Files (xB6>“SMS8Diszpatcher APIls“CommandLine*>alertdispatcherconsole

1>». Function: Send Message

Uzage: AlertDispatcherConsole Send [HOST={localhost or remote server?; IN={recipi
ent—phone—numbers or email addresses?;H="{sms-messagel"[;8="{email subject>"1[;P
={Priority{i—-43>1[;D="{DateTime{yyyy—MM-dd hh:mm:ss>}'"1[; HODEMPORT ={HodenFort {H—
??,. B-auto>>]

Example: AlertDispatcherConsole Send HOST=localhost:;N=+4412345678%7 . +449287456321 ;
M=""Hi. how are you?";P=4;D=""2010-12-31 23:59:59";MODEMFORI =1

2. Function: Query Message Status

lUsage: AlertDispatcherConsole SendStatus [HO8T={localhost or remote serverr;l1ID=
{Message Tracking Id>

Example: AlertDispatcherConsole SendStatus HOSI=localhost;ID=345435435435%

3». Function: Check Server Status
Usage: AlertDispatcherConsole CheckServer [HOST={localhost or remote serverr]

Example: AlertDispatcherConsole CheckServer HOST=localhost

[1 - optional parameters

D:“Frogram Files {(xB6>“SMS8Dispatcher“APIsz“CommandLine>

5). Interfacing from Dot Net or Java using COM DLL

Please refer to * AlertDispatcher DLL API Guide’ for more information.
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5. Appendix A- Preparing your GSM/GPRS modem

1). Preparing the GSM modem.

Plug your GSM modem (with working SIM card inserted) into your PC. If you are using aUSB modem,
Windowswill prompt for driver. Youwill need to insert the modem driver CDROM, and install thedriver. If
you are using aserial modem, driver isnot required.

Note:

a). If you are using aUSB modem, you must install the modem driver and then find the baud rate and COM port
number from your modem driver under Windows Device Manager.

{

If youareusing SierraWirelessGL 6110 USB modem, pleaseinstall the modem driver inyour CDROM —
path - \SierraWireless M odem Driver\X P-2003-2008-Vista-7\USBDriverlnstaller.exe.

JRE 6 (Java Runtime Environment) is a pre-requisite — the modem driver installer will automatically prompt you
if JRE 6 needsto beinstaled. You canfind JRE 6 installer in your CDROM - \SierraWireless Modem

Driver\X P-2003-2008-Vista-7\USBDriverinstaller.exe - \SierraWireless Modem Driver\jre-6u22-windows-
1586-s.exe.

Important: For 64 bitsWindows, you'll also need toinstall jre-6u23-windows-x64.exe in addition to jre-6u22-
windows-i586-s.exe.

After installing the driver, insert the SIM card* and then connect the modem to an available USB port. If
Windows*“ Add New Hardware Wizard” appears, please direct Windowsto find thedriver under
c:\Windows\System32\Drivers. If you areusing Vistaor 7 or 2007, the driver should be automatically detected.
The modem should light up after the driver has been properly installed.

*Note that you should insert the SIM card such that it is facing upwards and golden metal strip nearest to the
opening. If youinsert the SIM card incorrectly, the modem may not blink — no signal detected.

After that, check the modem COM port assigned to your modem under Windows Device Manager. The USB
modem usesa baud rate of 115200bps. If you cannot find the Sierra Wirel ess modem device or the power
indicator light does not light up, please check if the modem is properly connected to aworking USB port, you
may also try removing the modem driver from “Windows Device Manager” and then reboot your PC.
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(& el | =)

-

File Action View Help

&= | HE HE 2K S

| General | Modem | Diagnostics | Advanced | Driver I Deiail5|

Port: COM4
3 E
} Q Batteries Speaker volume
>/ 2 Biometric Devices Lo High

j> -- Bluetooth Radios
:> /M Computer

b - Disk drives

; lf‘ ) Maximum Port Speed
% Display adapters

-4 DVD/CD-ROM drives

b % Human Interface Devices
;> - IDE ATA/ATAPI controllers

» % Imaging devices Dial Control

m

115200 -

j> ﬂ Mice and other pointing devices Whait for dial tone before dialing

Modems

u;zl Sierra Wireless Device #2
:> B/ Monitors
:> -EF Network adapters

>D Processors b [ 0K J[ Cancel ]

*Note that the GPRS modem draws considerable USB power soif you are using an USB extension cable or you
have connected another USB devicethat drawstoo much power (on some PC, power isshared acrossall the
USB ports), the modem may also fail to work or become unstable. Y ou may try removing other USB devices
from your PC or using apowered USB hub from areputabl e brand such as Belkin.

b). If you are using Wavecom Fastrack Supreme or any serial modem, please ensure that your PC hasaDB9
serid port.

If thereisno DB9 serial port, please obtain a PCl DB9 serial card (Low profile PCI card isrequired for small
chasis PC/Server). Not al Serial-to-USB cardswill work with GSM modems and some are not stable.

Y ouwill also need to insert your SIM card carefully in the correct manner — see screen capture below. The
serial modem isusually installed onto COM 2 or COM1 at a baud rate of 115200bps.

*Note that the antenna connector on theright hand side and you should insert the SIM card such that it is facing
upwards and golden metal strip nearest to the opening. If you insert wrongly, the SIM card may drop inside the
chassis and you will have to use ascrew driver to open the aluminum plate directly above the SIM card opening
in order to takeit out.

The FASTRACK Supreme has now implemented a SIM connecior having a carrier with lock. This helps
ansuring the user to have proper SIM card insertion and locked before proper use of GSM network.

Warning: If you'reusingaGSM modem with an attachabl e antenna, please exercise caution on attaching the
antenna to the antenna connector. If there'sanut attached to the modem casing, please ensure it does not turn
when you are connecting the antennato the modem. Failure to do so may cause damage to the modem.
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2). Checking SIM card.

After you haveinstalled the Modem and the SIM card, turn on the power (for Serial modems), and check that
thered or yellow light on the modem blinks after 20 seconds. If it does not blink, please check whether the SIM
cardisproperly inserted and activated by your GSM provider — you need to call them to find out whether itis
activated.

The modem may also not blink isthereif thereisweak or no network coveragefor that SIM card. If network
coverageisunavailable, you may try relocating the modem or changeto aprovider with better network coverage
in that location.

Note: If you needto changeyour SIM card, beforeremoving the SIM card, please alwaysturn off the power

supply or remove the power supply cable from the modem. Y ou may reconnect the power supply after you
haveinstalled the new SIM card.
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6. Appendix B - Troubleshooting Checklist

1). SIM Card is activated, Modem is setup properly and connected to the PC

First check that your SIM card is activated and you' re able to send SM S using your cellphone. Next check that
the modem is attached tightly to the correct PC. If you are using Wavecom modems or compatible devices, the
indicator light on the modem should be blinking 15 seconds after powering up. A constant light will mean that
the SIM card cannot be detected or network coverageisunavailable.

If thelight failsto blink, disconnect the modem from the power source, check that you have inserted the SIM
card correctly, and then reconnect the power supply, wait 15 seconds for the modem to boot up.

If network coverageisunavailable, you may try rel ocating the modem or change to a provider with better
network coverage in that location.

Once done, restart AlertDispatcher service and proceed to step 3 to test send an SMS.
Note: If you need to changeyour SIM card, before removing the SIM card, please alwaysturn off the power

supply or remove the power supply cablefrom the modem. Y ou may reconnect the power supply after you
have installed the new SIM card.

2). Required Services Started, and Windows Firewall configured,
AlertDispatcher Client and Service added to Windows DEP exception list (for
the case of Vista/2008)

Goto Sart = Control Panel - AdministrativeTools = Services
Ensurethat ‘ AlertDispatcher’ has started.

If youintend to usethe SMTP, HTTP, or SNMP Trap Receiver interface on AlertDispatcher, please ensure that
the services * AlertDispatcher-SMTP’, * AlertDispatcher-HTTP and ‘ AlertDispatcher-SNMP’ are running.

File  Acton View Help

‘-"||@?|@|P Il om

% Services (Local) %, Services {Local)

SMSDispa tcher-SMTP Mame / Description I Status I Startup Type I Log On As |
%SMSDispatdﬂer Started Automatic Local System
& " SMSDispatcher-SMTP Started Automatic Local System
B NMP Service Tnrhides A... Manial | oral Sustem

Stop the service

In order for theseinterfacesto work, there must not be conflicting services running on your system occupying
the same ports. If thereisaconflicting service using the same port, thefollowing error will appear: “ Could not
bind to socket”.
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. AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY) =E &
Syztem Setup l System Alerts/Email Setup l Receive SM5 Setup l SMTP Server Setup l HTTF Server Setup l SHMP Trap Receiver Setupl
Help l
Service l Messages l Send SMS/Email l Addrezsbook, l Uszerz and Departments l Modem Setup l
Server Status: @ | Stop | Restart | Modem Signal Strength:
- ([ é "
Server inning 1 'E 1! l D's;gu?a;kgflﬁuc-mame
i Open Log Folder Iog lines to display: (100 ﬁ
| T — e~ L L 2 | o
] Perme— e P T Pom—ss—— Gannect |
"E"" 12.14 16:01:36:700 [!] External error: HTTP Server failed to start: Could not bind socket. Address and port are alreadr in use. Please ensure that IIS I
748 AlertDispatcher Service Started! Modems initialized successfully — COMG

Engine initialized.

Vendor :ClickNDeplory

HardwareID:AT3EBETC-BE&EL

Authorized User:UNLICENSED — TESTING USE ONLY
SMSDispatcher Corporate Version:2.5.0.0

i redName:UNLICENSED — TESTING USE ONLY
17 Engine finalized.

4 I 2

Server running 19(Below Average

For example, for SMTP Server interface, you may check whether Windows‘ Simple Mail Transfer Protocol
(SMTP)’ serviceexistsand isset to run automatically. If yes, stop and disable the service, and then restart
‘AlertDispatcher-SNMP’ service.

For HTTP Server, ensure that Windows World Wide Web Publishing Service, or [1Sisn’t running on the same
port (default port for HTTP server is 80).

For SNMP Trap Receiver, if you haveinstalled Windows SNMP Trap service, please ensure that the serviceis
stopped or changeto adifferent port (default port for Trap Receiver is162).

If you need to be able to access AlertDispatcher Server from the network, and thereisafirewall running on your
system, you must add the ports used by the servicesyou requireto your firewall list of “alowed ports’.

| Server Protocol Default Port Remarks |
HTTP Server 80
SMTP Server 25
SNMP Trap Receiver 162
AlertDispatcher Server 5556 Used by AlertDispatcher Clientand DLL API

Next, we shall describe how this can be done for Windows Firewall. If you areusing a3 party firewall, check
with your I'T administrator or thefirewall vendor.

To add portsto Windows Firewall exception list:

Go to Sart = Control Panel - WindowsFirewall.
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= |[E | 5|

. |‘? | | Search Control Panel

%v“@ » Control Panel » System and Security »

Control Panel Home

Action Center
® System and Security
MNetwork and Internet

Review your computer's status and resalve issues
"ﬁ Change User Account Control settings

User Accounts and Family

Troublechoot common computer problem Bestore vour computertg an eadisr time
Hardware and Sound )
‘ Windows Firewall
Programs
Check firewall status | Allow a program through Windows Firewall

Safety C\}r too

Appearance and

Clock, Language, and Region

Windows Update

Ease of Access “®  Turn automatic updating on or off
\'j; Power Options
Change what the power buttons do

?&. Backup and Restore

Windows Anytime Upgrade

View amount of RAM and processor speed | Check the Windows Experience Index
Personalization "u Allow remote access See the name of this computer 'Jll Device Manager

Check for updates | View installed updates

Change battery settings | Require a password when the computer wakes

Back up your computer | Restore files from backup

By
A : o i
= | Get more features with a new edition of Windows 7

m

Change when the computer sleeps

Click “Advanced settings’.

ad Y8 B 8 v o0

N Ay =

~ |"| | Search Control Panel 2 |

®v|‘ » Control Panel » System and Security » Windows Firewall

Control Panel Home

Allow a program or feature
through Windows Firewall

Change notification settings

Turn Windows Firewall on ar What are network locations?

off
i -
Restore defaults . @ Home or work (private)

Advanced settings I . |_@ Public networks

Troubleshoot my network

Windows Firewall state:

Incoming connections:

Active public networks:
See also

Action Center

Notification state:
Metwork and Sharing Center

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your
computer through the Internet or a network.

How does a firewall help protect my computer?

Networks in public places such as airports or coffee shops

o -

networks Not Connected 'lifzi'

Connected 'lZ‘:i'

m

On

Block all connections to programs that are not
on the list of allowed programs

= Unidentified network

= NETGEAR

Motify me when Windows Firewall blocks a new
program

——
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Click Inbound Rules, followed by “New Rule”.
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@ Windows Firewall with Advanced Security “ Rt "-“

File Action View Help

Inbound Rules

Name Group Profile  Enabled Action * -
SRR aenes %Adobe CSIC54 Public  Yes Allow |z
- - -
:‘:1[ SonncclionsSecuiRUIERD A dnbe CSI CS4 Public  Yes Allow N
» % Monitoring @ Adobe CSI C54 Public  ‘Yes Allow - .
.Aler‘tDlspatcherServer.exe Domain  No Allow Filter by Stte
@ AlertDispatcherServer.exe Domain  No Allow ' Filter by Group »
ore pp ublic es ow iew
@core FTP A Publ A( All Vi »
I @ core FTP App Public Yes Allow |4 Refresh |
@CyberLlnk PowerDVD 8.0 All Yes Allow & Export List..
@Javat‘l’M) Platform SE binary Private  Yes Allow ﬂ
OJavatTM) Platform SE binary Public Yes Block Help
OJava(TM] Platform SE binary Public Yes Block
@Java(TM) Platform SE binary Private  Yes Allow
OMZMStudiOSetup Public Yes Block
OMZMStudiOSetup Public  Yes Block |
@Microsof't Office Groove Public Yes Allow
@Microsof't Office Groove Public Yes Allow
@Mlcmsoﬂ Office Qutlook Public Yes Allow
@Oracle VM VirtualBox Manager Private  Yes Allow
@Oracle VM VirtualBox Manager Private  Yes Allow
OOracIe VM VirtualBox Manager Public Yes Block
OOracIe VM VirtualBox Manager Public Yes Block o
Fl n r [T m b
1] 1 M
Toggle“Port”, click Next.
@ New Inbound Rule Wizard M=
Rule Type
Select the type of firewall rule to create.
Steps:
& Rule Type What type of rule would you like to create?
@ Protocol and Ports
@ Action ©) Proaram
@ Profile Rule that controls connections for a program.
@ MName @ Port
Rule that controls connections for a TCP or UDF port.
) Predefined:
Connect to a Network Projector
Rule that controls connections for a Windows experience.
) Custom
Custom rule.
Leam more about nile types
<Back  |[ New> ][ Cancel |

Under “ Specific local”, enter “25, 80, 162, 5556” or any other ports you wish to use.
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ﬁ' MNew Inbound Rule Wizard ﬁ

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

@ FRuls Type Does this nule apply to TCP or UDP?
@ Protocol and Ports @ TCP

@ Action ' UDP

@ Profile

@ MName

Dioes this nule apply to all local ports or specific local ports?

) All local ports
@ Specific local 25, 20, 162, 5556
Bample: 80, 443, 5000-5010

Leam more about protocol and ports

<Back |[ Net> ][ Cancd

If DEPisturned onfor all programs, you will need to add AlertDispatcherClient.exe and
AlertDispatcherServer.exeto theexceptionlist. Thisisusually done automatically by theinstaller when you
install AlertDispatcher for thefirst time.

Note: For Windows 2008, DEPisturned on for all programsby default so thisstep isessential for Windows
2008.

Goto Start > Control Panel > System
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——— E=SRoh— X"

‘5‘3 + Control Panel » System and Security » - |"f | | Search Control Panel » |

120

Control Panel H .
ontrol Fane o Action Center
Review your computer's status and resolve issues

»

* System and Security .
% Change User Account Control settings

Network and Internet _—
Troubleshoot common computer problems Restore your computer to an earlier time

Hardware and Sound ) .
Windows Firewall

Check firewall status | Allow a program through Windows Firewall
User Accounts and Family

Safety | N 5 | System I
Appearance and - T d processor speed | Check the Windows Experience Index

Programs

m

Personalization % Allow remote access | See the name of this computer ¥ Device Manager

Clock, Language, and Region = Windows Update

Ease of Access »  Turn automatic updating on or off | Check for updates | View installed updates
\'i@ Power Options

f Change battery settings | Require a password when the computer wakes

Change what the power buttons do | Change when the computer sleeps

\}E. Backup and Restore
= Back up your computer | Restore files from backup

A"] Windows Anytime Upgrade

A Get more features with a new edition of Windows 7

Click “Advanced system settings”, “ Advanced” tab, followed by “ Data Execution Prevention” tab.

o N = B LR . . ‘.G.ﬂg.
@v|fk » Control Panel » System and Security » System v|‘f|| Search Control Panel P'

Control Panel Home . P 8
View basic information about your computer

¥ Device Manager Windows edition

% Remote settings Windows 7 Home Premium

o P
5

L j Copyright © 2009 Microsoft Corporation. All rights reserved.
s

m

% Advanced system setting Sarvice Pack 1

Get more features with a new edition of Windows 7

System
Manufacturer: Fujitsu Limited

Rating: m Windows Experience Index

See also Processor: Intel(R) Core(TM) i5 CPU M 520 @ FU]ITSU

Action Center 240GHz 2.40 GHz

Windows Update Installed memory (RAM):  4.00 GB (3.80 GB usable)

Syst : 64-bit Operating Syst
Performance Information and ke s s
Tools Pen and Touch: MNo Pen or Touch Input is available for this
Display i

If theradio button for “Turn on DEP for al programs and services except those | select:” ischecked, please add
C:\Program Files\AlertDispatcher\AlertDispatcherClient.exe and C:\Program
Files\AlertDispatcher\AlertDispatcherServer.exe to the exemption list.
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System Properties .

| |

Copyright 2014 Click And Deploy (Pte. Ltd.)

ol =
| Computer Name I Hardare | Advanced |S stem Protection | F{anote|

You must be logged oMas-sn-Administrterio make most of these changes.

Performance

Visual effects, processor scheduling, memory usage, and vitual memo

User Profiles
Desktop settings related to your logon

Startup and Recovery
System startup, system failure. and debugging information

Environment Wariables...

oK | [ Cancsl || Apply

Performance Options bl bas .
—

|V'Eua| Effects | Advance | Data Execution Prevention I
-

. : Data Execution Prevention (DEP) helps protact against

damage from viruses and other security threats. How
does it work?

() Turn on DEP for essential Windows programs and services only

@ Turn on DEP for all programs and services except those 1
select:

[¥] AlertDispatcherClient.exe
[¥] AlertDispatcherServer.exe

Add... ] [ Rernove

Your computer's processor supports hardware-based DEP.

3). Send test SMS using AlertDispatcher

Go to ‘ Send SMSEmail’ Tab, typein your phone number asyou will do for your cell phone and then the

message. Click ‘Send’.
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. AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY) o S
- - . - - - - -
Syztem Alerts/Email S etup | Feceive SMS Setup | SMTP Server Setup | HTTF Server Setup | SHMP Trap Receiver Setupl Help |
Service | Mezzages Send SMS /Email Addreszshook | Uszers and Departments | Modem Setup | System Setup |

IS‘I 234567830 J Send |
Subject [Required for e-mail]: I

= Friority: |4 'l [~ Send amessage at:] EA 242011 ;II 1:4351 F'MiI b odem port: Iauto VI Department: |k ain ;I ICustom Field1 ;I Inzert |
Testing
Characters: 7

nSewer running | 18(Below Average A

If the phone number is correct and the modem isworking, you should get the following screen. If not, verify
that the SIM card isworking using your cell phone.

2, AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY) [E=R e
System Alerts/Email Setup | Receive SMS Setup I SMTP Server Setup | HTTP Server Setup | SMMP Trap Receiver Setupl Help |
Service Messages | Send SMS/Email | Addreszsbook | Users and Departments | Modem Setup | Syztem Setup |

\%l\z_a ﬁl@ |?| 1 from 1. Today sent: 1. Today received: 0 Lirit; (500 ﬂ Apply

StartDateTimi~ |Type |INJOUT |Recipient

| Out 1

] @ 3

EI r [PhoneMumber = "30621 305" Filter..

!!Serverrunninq | 19(Below Average
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7. Appendix C - FAQ and Tips

1). Question: | do not know how to pause and delete the SMS that | send

wrongly.

Solution:

Usethe ﬁl ‘Deleteall pending messages' to clear the inbox of pending messages.

.hﬂbunmtl:hur vl 2 (Ewaluation - Trial Days Lefizd5)
Sanics Meszages | SendSMS | Phorebock | Modem ¢

2?7 | Shems Todaysert 0

D O=iete 8l pending messages 7 [ IF‘hnnBNumhar |
2273300 P 40858 435426543 |
T7A3/200 P 1:47-02 123 J
E/B/2008 P 3:52 30 448444424 i
B/B/2009 P 35229 Aradadaad

2). Question: Where do | find the server and activity logs?

Solution:

They can be found under C:\Program Files\AlertDispatcher\Log.

3). Question: My modem is connected but | can’t send SMS?

Solution:

First stop AlertDispatcher Service. Then disconnect the modem power supply, check that the SIM cardis

Copyright 2014 Click And Deploy (Pte. Ltd.)

properly inserted, connect the modem power supply, wait 15 seconds, start AlertDispatcher Service, try again.

If thisfails, refer to ‘ Appendix B - Troubleshooting Checklist'.
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